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RAK10701-P Field Tester Pro for LoRaWAN
Quick Start Guide

Prerequisites
What Do You Need?

Before going through each and every step in the installation guide of the RAK10701-P Field Tester Pro for
LoRaWAN, make sure to prepare the necessary items listed below:

Hardware Tools

1. RAK10701-P Field Tester Pro for LORaWAN

2. LoRa SubGhz Antenna with RP-SMA connector

3. USB Type-C Cable

4. Windows/Linux/macOS for PC or iOS/Android for mobile

Software Tools

WisToolBox [ for configuration and firmware update.

7" NOTE:

It is mandatory that you are within the coverage of the LoORaWAN Gateway of the network you are trying to
join. Without the coverage, the Field Tester will not be useable.

Product Configuration
RAK10701-P Field Tester Pro Physical Interface

The user interface of the RAK10701-P Field Tester Pro for LoRaWAN is via TFT Touchscreen LCD and one
pushbutton at the side. There is also an external LORA antenna port via RP-SMA connector and USB-C port for
charging and configuration if connected to a PC.
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Figure 1: Parts of RAK10701-P

" NOTE:

You have to ensure that the LoRa antenna is attached before turning on the device.

1. To turn on the device, you have to press and hold the button for at least five seconds.

Button

Figure 2: RAK10701-P button to turn on

7" NOTE:

The same button can be used to power off. You have to hold it as well for at least five seconds.

status: [ENER  sentaosago <4 (D
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Figure 4: RAK10701-P power up successful
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Figure 5: GPS error on boot up sequence

3. After the successful boot-up, the main home screen will be shown. Take note, that there will be no data at the
first start of the device.

7" NOTE:

The field tester must be outside and has a clear view of the sky to get GPS coordinates. The GPS antenna
is located on top of the device beside the RP-SMA connector of the LoRa Antenna.

If you are indoors, there will be no reception of the GPS signal. The latitude and longitude data will be

empty.

Status: K

_» Distance »
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Lat
Long :

Figure 6: RAK10701-P Main Page waiting for valid data

4. Once fully powered on, the external button at the side can sleep or wake up the display on the LCD screen via a
single press on it.

5. If the device is connected via USB-C to a computer, then the button is pressed, it will not remove the display but
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Figure 7: RAK10701-P locked screen

LoRaWAN Network Servers Guide for RAK10701-P
Field Tester Pro

The field tester supports different network servers and can be used as well on others not listed in this guide as
long as the uplink and downlink packets are configured correctly.

You can check each guide on how to use the RAK10701-P Field Tester Pro for LoRaWAN in the following network
servers.

e Helium
» The Things Network
» Chirpstack (with Datacake integration used as backend)

7" NOTE:

This section will focus on the configuration of each network server. The procedure of Device Configuration
of RAK10701-P via WisToolBox is the same for all network server and will be covered in a separate
section of the guide.

RAK10701-P Field Tester Pro Guide for the Helium
Network

RAK10701-P can be manually registered to Helium Console [ . This is a public LoRaWAN network server that
you can use for your LoRaWAN end-devices powered by community-driven Helium Hotspots. This guide will show
every detail of how to prepare the Helium Console for your RAK10701-P Field Tester Pro.

7" NOTE:

This guide is based on disk19 guide for the Field Tester[ configuration for the Helium Console.

1. You need to register an account and then purchase data credits (DC) to use the network. If you are a new user,
there are free data credits (DC) included in your new account to get you started quickly.
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Figure 8: Heluim Console
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Figure 9: Console Home Page

2. Once you are logged in, you can start adding your device. You have two ways to add a device as shown in the
image.
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Figure 10: Adding Device

3. The newly added device parameters will be shown. You have to put a device name and click save.

7" NOTE:

The DEVEUI, APPEUI, and APPKEY are important in this step. These values must be configured on your
RAK10701-P device using WisToolBox which will be covered later in this guide.

= Menu @ Q ? @rakwireless.com
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Figure 11: Configuring Device Name
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Figure 12: Pending Device Status

5. While waiting for the device to be added to the blockchain, you can create a Label . This will allow you to

group your device to have a common setting. This will be needed to attach the needed integrations to the

backend server of dev.disk91.com . You have to click the folder with the + icon and add a Label name then

click save Label . The newly created label should now be shown in the

Devices console,
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Figure 13: Add Label icon
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Figure 14: Add Label Name
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Figure 15: Label created successfully

6. Once the Label is created you have to associate it on the RAK10701 device. You can attach the Label on
the device by clicking the Add Label button.
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7. A pop-up will be shown and you have to select the correct Label created for RAK10701 then click Add Label.

S

Add Label to 1 Device

rak10701-devices |

rak10701-devices

Cancel Add Label

4

Figure 17: Drop-down on label selection

8. After successful attachment of Label on the devices, it should show one (1) device is under that Label . The

device is properly labeled which is needed for the next steps - Integrations and Flow .
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Figure 18: Label added on the RAK10701 device

9. To connect the backend server, you have to create an Integration .

= Menu @ Q ? @rakwireless.com
My Integrations
Add New Integration
@ Al Integrations.
L 0 Integrations.
All Integrations
Flows
Name Type Devices
Devices

Alerts
Profiles

Packets

Coverage
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Figure 20: HTTP integration

10. Then you must proceed to steps 2 and 3 sections of the Integration settings. You have to select PoST then
on the Endpoint URL, you must put https://dev.disk91.com/fieldtester/helium/v3 . Itis also needed to
put the integration name before the clicking Add integration button.

@rakwireless.com

This integration allows for sending data to an endpoint, as well as receiving data, over
HTTP.

Tell me more about setting up this Integratior

Change

STEP 2 - ENDPOINT DETAILS

Flows Endpoint URL (Reguired)
GET  PUT  PATCH
p: disk91.ct jumAv3
Devices
Functions HTTP Headers (Optional usage for payload interpolation)
Integrations <
- + Add Header
Alerts —
Profiles
Packets URL Params (Optional usage for payload interpolation)
‘ + Add Param
Coverage
Organizations
DainCrediz STEP 3- NAME YOUR INTEGRATION (REQUIRED)
Users

I RAK1070x_Integration 20/50 I

Add Integration

Figure 21: Details of HTTP Integration

11. After preparing the device and the integration, you can now proceed with creating the flow to connect them. You
have to click Flows andthenthe + iconon NODES .
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Figure 22: Setting up the Flows

12. You must select Labels and Integrations and then drag the correct blocks on the flows canvas.
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Figure 23: Drag the rak10701-devices label
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Figure 24: Drag the RAK1070x_Integration

13. You then have to connect the Label block tothe Integration block via the tiny connector indicated by the
red arrows by using your mouse cursor and dragging the line connector.

7" NOTE:

There is no need to save the changes created on the flows canvas since it is automatically saved as you
do changes.
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Figure 25: Connecting Labels to Integrations

14. The final step in the setting up of the Helium Console for RAK10701 is the setting up of packets. You have to
click on Packets andthenthe Add New Packet Config icon.



& RAK’ Documentation Center

rakwireless.com

Packet Configurations

Add New Packet Config

& All Packet Configs

All Packet Configurations
Flows
Name Preferred Hotspot(s) Multiple Packets
Devices
Functions
Integrations

Alerts
Profiles

Coverage
Organizations
Data Credits
Users

Figure 26: Creating Packets

15. You must also input a name on the Packet Config Name , select Multiple Packets and drag the slider so it
will show All Available Packets . Once done, you can now click on + Create Packet Config

@rakwireless.com
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Profiles Packet setting. a hotspot, please visit the C

Learn more about Packet Configurations .
g E Multiple Packets /
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Coverage

Data Credits
+ Create Packet Config

Users

Figure 27: Multiple packets configuration
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Figure 28: Successful packets creation

16. You must associate the multiple packet setup with the rak10701-devices label. To do this, you have to go
back on Flows , double-click onthe rak10701-devices label, choose the pPakets tab under rak10701-
devices settings then enable ALL Packets . After this, you can now proceed with the configuration of
RAK10701 using WisToolBox.
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Figure 29: Attaching multiple packets to the rak10701-devices label

17. You can now proceed on device configuration so that the proper EUls and KEY will match the one in the Helium

network.

RAK10701-P Field Tester Pro Guide for The Things
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Login with The Things ID

Everything you need to build enterprise grade, private LoRaWAN networks - The Things Industries

Figure 30: The Things Stack home page

A [t Tnes ‘ LA LD 53 Overview [ Applications o3 Gateways &% Organizations rakwirelesseu-670g ~

Welcome to the Console!

Get started right away by creating an application or registering a gateway.

Need help? Have a look at our @l Documentation @ or Get Support &.

D)

Create an application Register a gateway

Figure 31: Console page after a successful login

7" NOTE:

To connect RAK10701-P Field Tester Pro to TTNv3, you should already have connected a gateway in
range to TTNv3. Or, you have to be sure that you are in the range of a public gateway.

2. Now that you are logged in to the platform, the next step is to create an application. In your console, click

Create an application.
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Figure 32: Create an application

3. To have an application registered, you need to input first the specific details and necessary information about

your application then click Create application.

=
- T - — EU1 C i
m é‘;ﬂ:ﬂ:nﬂﬂ:;‘ 28 Overview O Applications o4 Gateways &% Organizations @ ommy rak-discovery ~
3 No zupport plan @

THE THIN
NETWO

Add application

Owner*

| rodiscovery |
Application ID*

I lorawan-devices-vi I
Application name

I LoRaWAN Devices Application I

The Application involves LoRsWAN Applications

Optional application description; can also be used to save notes about the application

| Create application I

©2021 The Things Stack by The Things Network and The Things Industries @@ EN v3161 Documentation -} Getsupport

Figure 33: Creating an Application

4. If you had no error during the previous step, you should now be on the application console page. The next step

is to add end-devices to your TTN application.
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Figure 34: Add end-devices to your TTN application

5. To register the RAK10701-P Field Tester Pro, you need to click Manually first.

Ny & EU1 Community

THE THINGS STACK '

Cammunity Edition =8 Overdew &% Organizations

O Applications o Gateways

e THiNGS: Fair use policy appli

HETWORK

Applications > LoRsWAN Apps > Enddevices » Registerfrom The LoRaWAN Device Repository

B orawnnapps

Register end device

35 Overview

A End devices From The LoRsWAN Device Repos I Manual I
Live dsta
1. Select the end device
<> Paylosd formatters .
Brand @ *
. Integrati v
). Integrations S

s Collaborators

Cannot find your exact end device? elp here and try manual device registration.

O APl keys

Q General settings
2. Enter registration data

Please choose an end device first to proceed with entering registration data

< Hide sidebar

Industries

he Things Stack by The Things Network and The Things

l rak-discovery ¥

Figure 35: Adding end devices manually

6. Choose the following configurations in adding the end devices. You must choose the correct Frequency Plan

and the LoRaWAN version must be 1.0.3.
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Figure 36: Configurations for adding end devices

7. Click Show advanced activation, LoORaWAN class, and cluster settings, then select Over the air action
(OTAA).

m LoRaWAN Apps Fhow advanced activation, LoRaWAN class and cluster settings ~ I

Activation mode @*

R
B3 Overview
| e Overthe airactivation (0TA4) |

End devices Activation by personalization (ABF)
Define multicast group (ABP & Multicast)
M Livedats
Additional LoRaWAN class capabilities @
<> Payload formatters v Mone {class A only)
J. Integrations v Network defaults @

Use network’s default MAC settings
% Collaborators

Cluster settings @
Or APlkeys Use external LoRaWAN backend servers

X Genersl settings DevEUI® *
[WEESE 0/50 used

AppEUI ® ¢

AppKey @*

|

End device ID@*

< Hide sidebar my-new-device

This value is automatically prefilled using the DevEUI

Figure 37: OTAA settings

8. Then input the LoRaWAN OTAA parameters. For AppEUI, you may click Fill with Zeros. For AppKey and
DevEUI, you can click Generate. Then the parameters will be automatically filled by the TTS platform. Finally,
click Register End Device.
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Figure 38: Registering the end device

9. You should now be able to see the device on the TTN console after you fully register your device. Take note of
these OTAA parameters, such as the AppeEUI , DeveUI , andthe Appkey , asthey are needed in the

configuration of the RAK10701-P Field Tester Pro hardware later on in this guide.
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Figure 39: OTAA device successfully registered to TTN

10. After adding the device to the LoRaWAN application, link it to the backend server. The first step is to create an

API key.
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Figure 40: Creating API key
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Figure 41: Creating API key

11. Configure the API key parameters. You can put any hames that will easily track your API. You have to set the
expiration date as well. Then you must check write downlink application traffic . After the configuration,
you can now click Create API key .
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This implicitly includes the rights to view application information, read application traffic and write downlinks
View and edit application API keys
Edit basic application settings
View and edit application collaborators

View and edit application packages and associations

I Write downlink application traffic I

Read application traffic (uplink and downlink)

Write uplink application traffic

< Hide sidebar Create API key

Figure 42: API key parameters

12. This step is critical. You need to copy the API key because this will be used on Webhook integration.

Please copy newly created API key

You won't be able to view the key afterward

Granted rights Your API key has been created

successfully. Note: After closing this
~" Write downlink application traffic )
window, the value of the key secret

will not be accessible anymere.
Make sure to copy and storeitina

safe place now.

APl key

sasssssrsanesnas [ (o)

+ | have copied the key

Figure 43: Copy API key

13. With the API key created, you can proceed with creating the Webhook integration.
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THE THINGS STACK '] ~ = - @ EUL Community Kd
§ Overview O Applications ob Gateways &% Organizations rak-discovery ~
e s “ Community Edition =l Pp! ! g o support plan @

Applications > LoRaWan Devices Application > Webhooks

Webhooks (0) + Add webhook

D 2 BaseURL & TemplatelD 2 Status Createdat

B Lorawan Devices Application

53 Overview

A Enddevices

No items found

M Livedata

<> Payload formatters v

A
N morT

W Webhooks

W Storage Integration
W AwsioT
W AwreloT

* LoRa Cloud

= Collaborators

Figure 44: Webhook Integration

14. Select Custom Webhook.

N
THE THINGS STACK - A = = .
Hion § Overview O Applications < Gateways &% Organizations
T mes “ Community Edition = P! ! B

' rakediscovery =

Applications > LoRaWan Devices Application > Webhooks > Add
3 Lorawan Devices application

-_ Choose webhook template
5 overview

XA End devices

M Livedata
Payload formatters v Illll akenza.io O-/\ny iz

J. Integrations ~

A
v

N wmorT Custom webhook akenza AnyViz AllThingsTalk Maker

Create a custom webhook withou... Integrate with akenza Visualize, monitor and analyze da... Your accessible 0T Platform for ra...
W Webhooks

W Storage Integration

N AwsioT

— w ((@)
e B[OCKBAX ~  Cayenne  cLoun: Daizy

M LoRacCloud

% Collaborators

Blockbax Cayenne Cloud Studio Daizy
Or APlkeys Integrate with Blockbax Drag-and-Drop loT Project Builder Integrate with Cloud Studio 0T pl... Integrate with Daizy

Figure 45: Custom Webhook

15. Configure the necessary parameters on the Webhook. You can select any name for the webhook. You then
need to set the base URL going to disk19 server https://dev.disk91.com/fieldtester/ttn/v3 , add the API
key from the previous step and lastly put a check on the uplink message under Enabled event types.
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m LoRaWan Devices Application General settings

-
83 Overview

A End devices Webhook format *
JSON
M Livedata
Base URL *
¢ Fayload formatters e https://dev.disko1.com/fieldtester/ttn/v3 I
J. Integrations A

Downlink AP ke:
MQTT I

Plkey will be provided to the endpoint using the "X-Downlink-

M Webhooks -

Request authentication @
* Storage Integration Use basic access authentication (basic auth)
* AWS loT Additional headers

+ Add header entry

W AzureloT

Filter event data ®
* LoRa Cloud

+ Add filter path
&% Collaborators
Or APIkeys Enabled event types
For each enabled event type an optional path can be defined which will be appended to the base URL

€2 General settings |

Uplink message | /path/to/webhook

T et e eg ey e sppneanon

Join accept

An end device successfully joins the network and starts a session
< Hide sidebar

Figure 46: Webhook parameters

16. After setting all the configurations, you can now add the webhook.

For each enabled event type an optional path can be defined which will be appended to the base URL

m LoRaWan Devices Application

Uplink message h/to/webhook

An uplink message is received by the application

Overview
Join accept
X End devices An end device successfully joins the network and starts a
Downlink ack
M Livedata
A confirmed downlink is acknowledged by an end device
<> Payload formatters b .
Downlink nack
7. Integrations P nt confirmed downlink fails confirmation by the end device

Downlink sent
MQTT

A downlink is sent to an end device or multicast group

Webhooks

Downlink failed
* Storage Integration A downlink cannot b
* AWS loT Downlink queued
A downlink is added to the downlink queue
* Azure loT
Downlink queue invalidated )
* LoRa Cloud

The downlink queue is reset due to frame counter mismatc

Collaborators :
= Location solved

An integration succeeded locating the end devi

A
o

O APlkeys

Service data
0 General settings

An integration emits an ever

< Hide sidebar Add webhook

Figure 47: Add Webhook

17. You should see now the newly created webhook.
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WP DiTuNeSSTACK  mf Overview [ Applications ok Gateways % Organizations B EU1 Community ' rakdiscovery -

THE THINGS rtplan @
NITWORK pan

Applications > LoRaWan Devices Application > Webhooks

Webhooks (1) + Add webhook

D BaseURL & TemplateID 2 Status Createdat

m LoRaWan Devices Application

28 Overview

A End devices
field-tester-integration https://dev.disko1.com/fieldtester/ttn/v3 None Pending 16 seconds ago

M Livedata

<

v

Payload formatters v
J. Integrations IS
N MorT

W Webhooks

W Storage Integration

N AwsloT

MW AzureloT

* LoRa Cloud

&% Collaborators

Figure 48: Add Webhook

18. After adding the application, device, and webhook integration to the console, you have to configure the
parameters in your device to match the parameters on the TTN console. You can use WisToolBox [ via USB
connection or wirelessly via BLE. You can now proceed on the RAK10701-P Configuration using WisToolBox.
You also have the option to update device parameters directly via RUI3 AT Commands [ (if you prefer AT
commands instead of WisToolBox).

19. Once you configured the RAK10701-P with the correct Frequency Band and EUIs/Key by following the guide on
the RAK10701-P Configuration using WisToolBox, you should see the join request/accept, uplinks and
downlinks to The Things Stack console. These uplinks contains the coordinates of the field tester and the
downlinks contains the data calculated by the disk91 server. The uplink uses fport 1 and the downlink uses fport
2. To view the actual coordinates on the console, you need to add a payload decoder on your uplink data.

M40 W79 e Lastactivity 16 seconds ago @
B e toser

Overview  Livedata  Messaging  Locatien General settings

B8 Overview

uplink Downlink
A Enddevices
= vivedats Setup Test
<> Payload formatters v Formatter type* Byte payload FPort
Custom Javascript formatter 1 Test decoder
2. Integrations v
Formatter code Decoded test payload
Pt

s
&% collaborators 1 function

» port)

var decod
/1 avoid carge
Or APlkeys 35 Gpozt
var lonsign = (bytes[e] 1
X Generalsettings var latsign = (bytes[c] 1
var enclat = ((bytes[8]
(bytes[1] << 9) +
(bytes[2] << 1) +
(bytes[3] >> 7);
var encLon (bytes[3] & Ox7E) << 16) +
(bytes[4] 8) + Complete uplink data

bytes[5]

var hdop = bytes[&] / 18;
var sats = bytes(ol;

const maxHdop = 2;
const minsats = 5;

If ((hdop < maxtdop) & (sats >= minsats))

// Send o acceptable quality of ers
decoded. latitude = latSign + (enclat * 183 + / 16608800;

ll Leam more about payload fon

Figure 49: Adding Uplink Payload Decoder

Uplink payload decoder script.
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function Decoder(bytes, port) {
var decoded = {};
// avoid sending Downlink ACK to integration (Cargo)

20. With the correct payload decoder, you should now see GPS coordinates data which you can also use to other

if (port === 1)
var lonSign
var latSign

enclLat =

{
= (bytes[0] >> 7) & Ox01 ? -1 : 1;
(bytes[0] >> 6) & Ox01 ? -1 : 1;

((bytes[0] & Ox3f) << 17) +

(bytes[1] << 9) +
(bytes[2] << 1) +
(bytes[3] >> 7);

encLon =

((bytes[3] & Ox7f) << 16) +

(bytes[4] << 8) +
bytes[5];

var hdop bytes[8] / 10;
var sats bytes[9];

const maxHdop 2;

const minSats 5;

if ((hdop <
// Send

decoded.
decoded.
decoded.
decoded.
decoded.
decoded.

} else {

decoded.

II&
}

maxHdop) && (sats >= minSats)) {

only acceptable quality of position to mappers
latitude = latSign * (encLat * 108 + 53) / 10000000;
longitude = lonSign * (encLon * 215 + 107) / 10000000;
altitude = ((bytes[6] << 8) + bytes[7]) - 1000;
accuracy = (hdop * 5 + 5) / 10

hdop = hdop;

sats = sats;

error = "Need more GPS precision (hdop must be <" + maxHdop +

sats must be >= " + minSats + ") current hdop: " + hdop + " & sats:" + sats;

return decoded;

}

return null;

integration.

B rewester

Time Entity ID
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RAK10701-P Field Tester Pro Guide for Chirpstack
How Does It Work?

There are two steps under the hood of the Field Tester. In step one, the Field Tester is sending out data packets

over LoRaWAN. These packets are received by one or multiple gateways. These packets are forwarded from the
LoRaWAN network server to another backend server. When the packets are forwarded, they include information
about signal strength and the number of gateways that have received the packet.

Step #1 Uplink from the Tester to th

(1)
Packet sent

from Tester
and received
by 4 gateways,

\

Gateyvay #2

LoRaWAN
Field

Tester

Y Chirostack Uns  glRG)

| (em—— Chirpstack LNS
sends

about the device

and the 4 gateways
Gateway #4 Chirpstack LNS
receives packet from 4
hotspots

Figure 51: Step 1 - Field Tester Sending Uplink Payload

In the second step, the backend server is calculating the minimum and maximum distance between the Field
Tester Pro and the gateways that received the data. Together with the minimum and maximum RSSI levels, this
information is then sent back to the Field Tester Pro as a LoRaWAN downlink.

Gateway #1
{5) Device receives downlink

packet and displays the

recelved information about
number of gateways,
distances and RS5] levels Gateway K2

{4) Consale sends
downlink packet through
one of the hotspots to the
device

(1) Backend server
calculates distance
from the device to
the hotspots.

(2} Backend server
sends downlink to
device with min and

max distance, min
{3) Chirpstack LNS and max RSS! (small
Gateway 04 prepares downlink to packet, LoRa
the device with the limitation)
Information from the

backend-server

Figure 52: Step 2 - Backend Server Sending Useful Information as Downlink

To use Chirpstack for RAK10701-P, you must have a working installation of the Chirpstack LoRaWAN network
server. It can be on a dedicated machine, Raspberry Pi, or in a cloud VPS instance. It should have a fixed IP

address and port to where Datacake.co will connect to.

1. To start with Chirpstack, you must create a device profile for your RAK10701-P Field Tester Pro device. You
must select LoRawAN MAC version 1.0.3 which is the LoRaWAN specification version that the RAK10701
Field Tester supports.
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< ( 2 ChlrpstaCk Q, Search organization, applic device (@RAKwireless.com
#A  Dashboard . ) e e—
Device-profiles / LoRaWAN-Field-Tester-AS923-3 ‘ W DELETE
&= Network-servers
@  Gateway-profiles
GENERAL JOIN (OTAA / ABP) CLASS-B CLASS-C CODEC TAGS

B Organizations

Device name *
K3 All users LoRaWAN-Field-Tester-AS923-3

A name to identify the device-profile.
Q. APlkeys
BeeGee-Chirpstack -

n supported by the device

® 0Org. dashboard

2 Org. users

ADR algorithm *
\ Org. APl keys Default ADR algorithm (LoRa only) -
o= Spsicniratias The ADR algorithm that will be used for controlling the ¢

Figure 53: Creating Device Profile in Chirpstack

2. You must enable Device supports OTAA as the network join method as well.

@ ChirpStack rganizati ] @RAKwireless.com

a Dashboard —
Device-profiles / LoRaWAN-Field-Tester-AS923-3 @ DELETE

o=
o= Network-servers

Gateway-profiles
GENERAL JOIN (OTAA / ABP) CLASS-B CLASS-C CODEC TAGS

®
B Organizations

Device supports OTAA

2 All users

Q,  APlkeys UPDATE DEVICE-PROFILE

BeeGee-Chirpstack -

L. 0Org. dashboard

- Org. users

Q Org. APl keys
= Service-profiles
It Device-profiles 2

Figure 54: Enable support for OTAA

3. You can also include a custom javascript decoder under the cobpec tab. This will allow you to see the specific
information transmitted by the device.

C E) Chirpstack Search organization, application, gatev or device (@RAKwireless.com
" Dashboard e SETETE
Device-profiles / LoRaWAN-Field-Tester-AS923-3 "7
&= Network-servers
@  Gateway-profiles
GENERAL JOIN (OTAA / ABP) CLASS-B CLASS-C TAGS
B3 Organizations
Payload codec
S Allusers [Custom JavaScript codec functions -
By defining a payload ChirpStack Application Server can en evice payload for you

Q,  APlkeys

1 // Decode decodes an array of bytes into an object. =

2 // - fPort contains the LoRaWAN fPort number
BeeGee-Chirpstack v 3// - bytes is an array of bytes, e.g. [225, 230, 255, 0]

4 // - variables contains the device variables e.g. {"calibration": "3.5"} (both the key / value are of type string)

- = - - ey 225}
L Org. dashboard b function Decode(fPort, bytes, variables) {
var decoded = {};
2 Org. users 3 // avoid sending Downlink ACK to integration (Cargo)
if ((fPort === 1) || (fPort === 2)){
var lonSign = (bytes[@] >> 7) & @xe1 ? -1 : 1;
Org. APl keys

Q 9 4 1 var latsign = (bytes[@] >> 6) & 0x01 2 -1 : 1;

b
a= Service-profiles B var enclLat = ((bytes[@] & @x3f) << 17) +

3 (bytes[1] << 9) +




& RAK’ Documentation Center

function Decode(fPort, bytes, variables) {
var decoded = {};
// avoid sending Downlink ACK to integration (Cargo)
if ((fPort === 1) || (fPort === 2)){
var lonSign = (bytes[0] >> 7) & 0x01 ? -1 : 1;
var latSign = (bytes[0] >> 6) & 0x01 ? -1 : 1;

encLat = ((bytes[0] & Ox3f) << 17) +
(bytes[1] << 9) +

(bytes[2] << 1) +

(bytes[3] >> 7);

encLon = ((bytes[3] & Ox7f) << 16) +
(bytes[4] << 8) +
bytes[5];

hdop bytes[8] / 10;
sats bytes[9];

maxHdop
minSats

if ((hdop < maxHdop) && (sats >= minSats)) {
// Send only acceptable quality of position to mappers
decoded.latitude = latSign * (encLat * 108 + 53) / 10000000;
decoded.longitude = lonSign * (encLon * 215 + 107) / 10000000;
decoded.altitude = ((bytes[6] << 8) + bytes[7]) - 1000;
decoded.accuracy = (hdop * 5 + 5) / 10
decoded.hdop = hdop;
decoded.sats = sats;

} else {
decoded.error = "Need more GPS precision (hdop must be <" + maxHdop +

" & sats must be >= " + minSats + ") current hdop: " + hdop + " & sats:" + sats;

decoded.latitude = latSign * (encLat * 108 + 53) / 10000000;
decoded.longitude = lonSign * (encLon * 215 + 107) / 10000000;
decoded.altitude = ((bytes[6] << 8) + bytes[7]) - 1000;
decoded.accuracy = (hdop * 5 + 5) / 10
decoded.hdop = hdop;
decoded.sats = sats;

}

return decoded;

}

return null;

7" NOTE:

This decoder script can be found on RAKwireless Standardize Payload repository which also includes a

custom decoder script for TTN and Helium.
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-

= &3 ChirpStack

>

B 9

Q

Dashboard

Network-servers

Gateway-profiles

Organizations

All users

API keys

BeeGee-Chirpstack

Applications / Create

L

F

Org. dashboard

Org. users

Org. APl keys

Service-profiles

Device-profiles

Gateways

Application name *

RAK_Las_Pinas_AS923_3_Test_App

@RAKwireless.com

The name may only contain words, numbers and dishes

Applicatior cription *

AS923-3 Test Application

as923_3_service-profile-build-in -
The vill b@attached. Note that you can't change this value after the a as been created.

(53 ChirpStack

Figure 56: Create application in Chirpstack

Q, Search organization, application, gateway or device

(@RAKwireless.com

Q

Dashboard

Network-servers

Gateway-profiles

QOrganizations

All users

APl keys

BeeGee-Chirpstack

Applications / RAK_Las_Pinas_AS923_3_Test_App / Devices / Create

GENERAL VARIABLES

Device name *

LoRaWAN-Field-Tester-08EBOC

TAGS

The name may only contain words, numbers and dashes

Device description *

LoRaWAN-Field-Tester-08EBOC

f

Org. dashboard

Org. users

Org. APl keys

Service-profiles

Device-profiles

Gateways

Applications

Device EUI'*

fd 86 bb 20 40 f4 c0 d4

Mse

Device-profile*

LoRaWAN-Field-Tester-AS923-3

[[] Disable frame-counter validation

Note that disabling the frame-counter validation will compromise security as it enables people

[[] Device is disabled

form replay-attacks.

ChirpStack Network Server will ignore received uplink frames and join-requests from disabled devices

Figure

57: Create device in Chirpstack.




& RAK’ Documentation Center

ChirpStack ch organization, applicz @RAKwireless.com

" Dashboard =
Applications / RAK_Las_Pinas_AS923_3_Test_App / Devices / LoRaWAN-Field-Tester-08EBOC ‘ W DELETE

o=
o= Network-servers

Gateway-profiles DETAILS CONFIGURATION KEYS (OTAA) ACTIVATION DEVICE DATA LORAWAN FRAMES

®
B Organizations

2 All users ation ke

Q,  APlkeys

BeeGee-Chirpstack -
SET DEVICE-KEYS

@ 0Org. dashboard

2 0rg. users

Q,  0rg. APl keys
= Service-profiles
= Device-profiles
@  Gateways

Figure 58: Device APPKEY

5. You also need to secure that you have a Gateway registered in Chirpstack and with the correct Network Server

profile.
2 ChlrpStack Q, Search organization, application, gateway or device (@RAKwireless.com
Dashboard
. Gateways + CREATE
E Network-servers
@  Gateway-profiles
Last seen Name Gateway ID Network server Gateway activity (30d)
B Organizations
3 months ago B ey et st tel as923_3_build_in_ns
2 All users
% AP keys 19 days ago IS tviviv) | St P eu868_build_in_ns
pamnrn sannn g (norensssaeznnn i

BeeGee-Chirpstack - 15 days ago 3 as923_3_build_in_ns

® Org. dashboard a minute ago AT 2000 va TSl 820 as923_3_build_in_ns

2 Org. users a few seconds ago paserases EIRCREIESZIEN as923_3_build_in_ns

\ Org. APl keys a minute ago | iybepatsetoelih vt e e s us915_0_build_in_ns

a= Service-profiles

- i 5 months ago pren | v W as923_3_build_in_ns

Ers Device-profiles

Rows per page: 10 v 1-70f 7
@  Gateways
Applications

Figure 59: Gateways registered in Chripstack

6. The next step after setting up the network server, devices, and gateway, is the integration of the Chirpstack
application to Datacake. You must choose HTTP, then click Edit . Then you have to use this endpoint going to

datacake https://api.datacake.co/integrations/lorawan/chirpstack/ .
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or device

(@RAKwireless.com

H Dashboard =
Applications / RAK_Las_Pinas_AS923_3_Test_App ‘ @ DELETE

B=  Network-servers

@  Gateway-profiles DEVICES MULTICAST GROUPS ~ APPLICATION CONFIGURATION

Bg  Organizations

: All users

. HTTP:// NMQT1

Q,  APlkeys . [

BeeGee-Chirpstack

HTTP

MQTT

AWS SNS

ﬁ Org. dashboard The HTTP integration fory a user- The MQTT integration forw /S SNS integration forwards events to an
configurable endpoint as POST requests broker AWS SNS topic
- Org. users
REMOVE GET CERTIFICATE ADD
Q. Org. APl keys
= Service-profiles
- Hv .
= influxdb
—1
@  Gateways
Azure Service-Bus GCP Pub/Sub InfluxDB

HH Applications

The Azure Service-Bus integration forwards events
to an Azure Service-Bus topic or queue

The Google Cloud Pub/Sub integration forwards
events to a GCP Pub/Sub topic

The InfluxDB inte:
nfluxDB time-seri

tion writes events into an
database

< ¢ ChirpStack

Figure 60: Creating integration

Q, Search organization, application, gateway or device

(@RAKwireless.com

@ Dashboard =
Applications / RAK_Las_Pinas_AS923_3_Test_App WEDEETE
= Network-servers
@  Gateway-profiles DEVICES MULTICAST GROUPS  APPLICATION CONFIGURATION
B Organizations
2 Allusers Update HTTP integration
Q,  APlkeys
Payload marshaler *
» JSON -
BeeGee-Chirpstack -
This defines how the payload will b
" Org. dashboard Headers
L]
- 0rg. users Header name Header value [}
Q,  0rg. APl keys ADD HEADER
A= Service-profiles Endpoints
— . § Endpoint URL(s) for events
s Device-profiles . - . .
I https://api.datacake.co/integrations/lorawan/chirpstack/ I
@ Gateways ChirpStack will make a POS ith ‘event’ as neter. Multiple URLs ¢ be automatically removed

Figure 61: Creating endpoint for Datacake.co

7. The last step on the Chirpstack side, is the creation of the API key. This is needed to allow Datacake in sending
downlink packets to the RAK10701 Field Tester. Make sure the key is copied and saved somewhere, it is only
retrievable during the key creation. Copy the Token and save it in a text editor.
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ChirpStack @RAKwireless.com

#A  Dashboard —
Global API keys + CREA
= Network-servers
@  Gateway-profiles
D Name
B2 Organizations
2 Allusers ChabTuls St AEOh et R s SO Sus Datacake ]
Q,  APlkeys
Rows perpage: 10 1-10f1

BeeGee-Chirpstack -

S Org. dashboard

> Org. users

Q,  Org. APl keys
a= Service-profiles
Ers Device-profiles
@®  Gateways
Applications

Figure 62: Creation of API Key

= [ Z) ChirpStack Q, Search organization, application, gateway or device (@RAKwireless.com
=3 Dashboard

Global API keys / Create
= Network-servers
@  Gateway-profiles
B  Organizations I APl key name * I

A descriptive name for the API key

2 All users
BeeGee-Chirpstack -

~ 0rg. dashboard
F-3 Org. users

Q,  0rg. APl keys
as Service-profiles
ic Device-profiles
@  Gateways

Applications

Figure 63: Creation of APl Key

8. You can now proceed on Datacake” and add a LoRaWAN device that will be linked to your RAK10701 created
in ChirpStack. You have to create an account if you do not have one yet.

o DATACAKE
(@rakwirel...

<

Fleet > Devices

+ Add Dashboard 8 Devices Q Columns v
& Devices
= List ES Grid M Map
Reports
22 Members DEVICE PRIMARY SECONDARY DEVICE SIGNAL DEVICE BATTERY
€% Rules
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Add Device

First, choose the connectivity type of your device

LoRaWAN
Choose from 13 LoRaWAN networks

API
Generic API device with support for MQTT and HTTP connectivity

Pincode claiming
Claim an existing device by pincode

H(WA 10T Creators
) NB-loT and LTE-M connectivity by Deutsche Telekom

3 Particle
parTicLe  CoNnect your Particle devices

Figure 65: Selecting LoRaWAN

Add LoRaWAN Device X
STEP 1 STEP2 STEP3 STEP 4
Product Network Server Devices Plan

Datacake Product

You can add devices to an existing product on Datacake, create a new empty product or start with
one of the templates. Products allow you to share the same configuration (fields, dashboard and
more) between devices.

New Product from Existing Product New Product
template Add devices to an Create new empty
Create new product existing product product

from a template

New Product

If your device is not available as a template, you can start with an empty device. You will have to
create the device definition (fields, dashboard) and provide the payload decoder in the device's
configuration.

Product Name

rak1070x J

Back Next

Figure 66: Add new product
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Add LoRaWAN Device X
STEP 1 STEP 2 STEP 3 STEP 4

Product Network Server Devices Plan

Network Server

Please choose the LoRaWAN Network Server that your devices are connected to.

I|II.I The Things Stack V3

Uplink: D link
memmes  TTN V3 / Things Industries BNy e

@ helium  Helium Uplinks Downlinks
LERLE T LORIOT Uplinks Downlinks

© Bcwsss ChirpStack Uplinks  Downlinks
V. actiey  Actility Uplinks  Downlinks
Showing 1 to 5 of 13 results Previous Next

Back m

Figure 67: Selecting chirpstack

Add LoRaWAN Device X
STEP 1 STEP 2 STEP3 STEP 4

Product Network Server Devices Plan

Add Devices

Enter one or more LoRaWAN Device EUls and the names they will have on Datacake.

New: You can now upload a CSV file with either one column (just the device’s DevEUI) or two
columns (DevEUI and Name), which will populate the form below.

@ Drag and drop a.csv file here or click to choose one

DEVEUI NAME

/® AB 1F @9 FF FE @8 EB €C 8bytes m5 rak1070 J

+ Add another device

Back m

Figure 68: Adding device name

9. Next step is to enable the downlink. This is the step where you'll be needing the previously created API key in
step 7 of this guide. Take note that the chirpStack URL should be based on your deployed Chirpstack
network server. After doing all configurations, click update and save.
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RAK R EDATACAKE

@rakwirel...

Fleet > field-tester-unit-white

~ 5 . - .- .-

+ A ashboard ]
o PRI < v el I VYIS

Serial Number Last update Tags
59513A12348528AE Mon Oct 24 2022 07:59:54 GMT+0800
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[# Integrations 2
2 e Device Name
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B9 Billing
Icon
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You can override the default product icon for this device on the map view.

Location Description Optional

Figure 69: Configuration settings
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Payload Decoder Product-wide setting

Figure 70: Chirpstack downlink configuration
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10. Just below the LoRawAN section in datacake.co, you'll see the Payload Decoder . Thisis a very critical step
to ensure that all important data will be covered.
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function distance(lat1, loni, lat2, lon2) {
if ((latl == lat2) && (lonl == 1lon2)) {

return 0;
}
else {
var radlatl = Math.PI * latl / 180;
var radlat2 = Math.PI * lat2 / 180;
var theta = lonl - lon2;
var radtheta = Math.PI * theta / 180;
var dist = Math.sin(radlatl) * Math.sin(radlat2) + Math.cos(radlatl) * Math.cos(radlat2)
if (dist > 1) {
dist = 1;
}
dist = Math.acos(dist);
dist = dist * 180 / Math.PI;
dist = dist * 60 * 1.1515;
dist = dist * 1.609344;
return dist;
}

function Decoder(bytes, fPort) {
var decoded = {};
// avoid sending Downlink ACK to integration (Cargo)
if (fPort === 1) {
var lonSign = (bytes[0] >> 7) & 0x01 ? -1 : 1;
var latSign = (bytes[0] >> 6) & Ox01 ? -1 : 1;

var encLat = ((bytes[0] & 0x3f) << 17) +
(bytes[1] << 9) +
(bytes[2] << 1) +
(bytes[3] >> 7);

var encLon = ((bytes[3] & Ox7f) << 16) +
(bytes[4] << 8) +
bytes[5];

var hdop bytes[8] / 10;

bytes[9];

var sats

var maxHdop = 2;
var minSats = 5;

if ((hdop < maxHdop) && (sats >= minSats)) {
// Send only acceptable quality of position to mappers
decoded.latitude = latSign * (encLat * 108 + 53) / 10000000;
decoded.longitude = lonSign * (encLon * 215 + 107) / 10000000;
decoded.altitude ((bytes[6] << 8) + bytes[7]) - 1000;
decoded.accuracy = (hdop * 5 + 5) / 10

decoded.hdop = hdop;

decoded.sats = sats;

decoded.location = "(" + decoded.latitude + "," + decoded.longitude + ")";
1 else {




}

// decoded.raw = rawPayload.uplink_message.rx_metadata[0].location;
decoded.num_gw = normalizedPayload.gateways.length;

decoded.minRSSI
decoded.maxRSSI =
decoded.minSNR = 0;
decoded.maxSNR
decoded.minDistance = 0;

| 1}
®© o
S0 o@o

1
(O]

decoded.maxDistance = 0;

var server_type = 0;

// Check if payload comes from TTN

if (typeof (rawPayload.uplink_message) != "undefined") {
console.log("Found TTN format");
server_type = 1;

}

// Check if payload comes from Helium

else if (typeof (rawPayload.hotspots) != "undefined") {
console.log("Found Helium format");
server_type = 2;

}

// Check if payload comes from Chirpstack

else if (typeof (rawPayload.rxInfo) != "undefined") {
console.log("Found Chirpstack format");
server_type = 3;
decoded.is_chirpstack = 1;

}
else {

console.log("Unknown raw format");
}

var gw_lat = {%};
var gw_long = {};

decoded.num_gw = 0O;
for (idx_tst = 0; idx_tst < 10; idx_tst++)
{
if (typeof (normalizedPayload.gateways[idx_tst]) != "undefined")
{
console.log("Found gateway with IDX " + idx_tst);
decoded.num_gw += 1;
}
}

for (idx = 0; idx < decoded.num_gw; idx++) {
var new_rssi = (!!normalizedPayload.gateways && !!normalizedPayload.gateways[idx] &&
var new_snr = (!!normalizedPayload.gateways && !!normalizedPayload.gateways[idx] &&
if ((new_rssi < decoded.minRSSI) || (decoded.minRSSI == 0)) {
decoded.minRSSI = new_rssi;

}

if ((new_rssi > decoded.maxRSSI) || (decoded.maxRSSI == 0)) {
decoded.maxRSSI = new_rssi;

}

1if ((new snr < decoded minSNR) || (decoded minSNR == 0))



//TTN
case 1:

gw_lat[idx] =
gw_long[idx] =

break;
// Helium

case 2:

gw_lat[idx] =

rawPayload.uplink_message.rx_metadata[idx].location.latitude;
rawPayload.uplink_message.rx_metadata[idx].location.longitude

rawPayload.hotspots[idx].lat;

gw_long[idx] = rawPayload.hotspots[idx].long;

break;
// Chirpstack

case 3.

gw_lat[idx] =

gw_long[idx] =

break;

default:

rawPayload.rxInfo[idx].location.latitude;

rawPayload.rxInfo[idx].location.longitude;

console.log("Unknown LNS");

break;

console.log("IDX " + idx + " lat " + gw_lat[idx] + " long " + gw_long[idx]);

// decoded.gw_lat[idx]

// decoded.gw_long[idx] =

// Calculate distance

var new_distance =

= gw_lat;

gw_long;

if ((new_distance < decoded.minDistance)

(decoded.minDistance

decoded.minDistance = new_distance * 1000;

}

if ((new_distance > decoded.maxDistance)

(decoded.maxDistance

decoded.maxDistance = new_distance * 1000;

switch (decoded.
case 20:
decoded
case 19:
decoded.
case 18:
decoded.
case 17:
decoded.
case 16:
decoded.
case 15:
decoded.
case 14:
decoded.
case 13:
decoded.
case 12:
decoded.

case 11:

num_gw) {

.hotspot_10

hotspot_09

hotspot_08

hotspot_07

hotspot_06

hotspot_05

hotspot_04

hotspot_03

hotspot_02

= Il(ll

- Il(ll

- Il(ll

- Il(ll

- Il(ll

- Il(ll

= uY

- ll(ll

= Il(ll

gw_lat[19]
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gw_long[19]

gw_long[18]
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II)H.
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H)H.
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ll)ll.
14

ll)ll.
14

ll)ll.
14

distance(gw_lat[idx], gw_long[idx], decoded.latitude, decoded.lon

0)) {

0)) {




case 6:

decoded.hotspot_06 = "(" + gw_lat[5] +
case 5:

decoded.hotspot_05 = "(" + gw_lat[4] +
case 4.

decoded.hotspot_04 = "(" + gw_lat[3] +
case 3:

decoded.hotspot_03 = "(" + gw_lat[2] +
case 2:°

decoded.hotspot_02 = "(" + gw_lat[1] +
case 1:

decoded.hotspot_01 = "(" + gw_lat[0] +
default:

break;

decoded.maxMod = parseInt((decoded.maxDistance

decoded.minMod = parselInt((decoded.minDistance

decoded.maxDistance = parseInt((decoded.maxMod

decoded.minDistance = parseInt((decoded.minMod

if (decoded.maxDistance <= 1) {
decoded.maxDistance = parseInt(250, 10);

}

if (decoded.minDistance <= 1) {
decoded.minDistance = parseInt(250, 10);

}

return decoded;

}

return null;

This decoder is not only decoding data from the LoRaWAN packet but is as well reading gateway information from
the additional data that the LoRaWAN server added to the data it forwarded to Datacake.

Each LoRaWAN server uses a different format for this additional information, so there is a code section that tries to

""" + gw_long[5]

", " + gw_long[4]

", " + gw_long[3]

", " + gw_long[2]

"""+ gw_long[1]

""" + gw_long[0]

/ 250),
/ 250),
* 250),
* 250),

10);
10);
10);
10);

”)”;

Il)ll,.

Il)ll,.

Il)ll’.

Il)ll’.

”)”;

detect whether the data came from a Chirpstack LSN, from TTN, or from a Helium Console:

var server_type = 0;
// Check if payload comes from TTN

if (typeof (rawPayload.uplink_message) != "undefined") {

console.log("Found TTN format");
server_type = 1;

}

// Check if payload comes from Helium

else if (typeof (rawPayload.hotspots) != "undefined") {

console.log("Found Helium format");
server_type = 2;

}
// Check if payload comes from Chirpstack

else if (typeof (rawPavload.rxInfo) != "undefined") {
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Once the data is extracted, it calculates the distance between the RAK10701 Field Tester location and the different
gateways that received the LoRaWAN packet. This version of the decoder can handle up to 10 gateways, but it

can be extended.

function distance(lat1, loni1, lat2, lon2) {

if ((latl == lat2) && (lonl == lon2)) {
return 0,

}

else {
var radlatl = Math.PI * latl / 180;
var radlat2 = Math.PI * lat2 / 180;
var theta = lonl - lon2;
var radtheta = Math.PI * theta / 180;
var dist = Math.sin(radlatl1) * Math.sin(radlat2) + Math.cos(radlatl) * Math.cos(radlat2)

if (dist > 1)
dist = 1;

}
dist = Math.acos(dist);

dist = dist * 180 / Math.PI;
dist = dist * 60 * 1.1515;
dist = dist * 1.609344;
return dist;

In the next step, it analyzes the different distances and RSSI levels to find the closest and farthest gateway and
the lowest and highest RSSI and SNR levels.

The result of the decoding is then put into different data fields that are used by Chirpstack for the visualization and
by the rule, we will define to create the downlink to the RAK10701 Field Tester.

11. The next step is to create the different data fields that are filled by the data decoder. This is done in the Fields
section of the device configuration, just below the data encoder section.

Ll Fields + Add Field
carl.rowan@rakwirel...
Fields describe the data the device will store
NAME IDENTIFIER TYPE ROLE CURRENT VALUE LAST UPDATI
Detees Field tester LOCATION Location N/A
Reports
MinDistance MINDISTANCE Integer N/A
Members
Rules MaxDistance MAXDISTANCE Integer N/A
Workspace
MinRSSI MINRSSI Float N/A
Integrations
White Label MaxRSSI MAXRSST Float N/A
Billing
MinSNR MINSNR Float N/A
MaxSNR MAXSNR Float N/A
hotspot_01 HOTSPOT_@1 Location N/A
hotspot_02 HOTSPOT_@2 Location N/A
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Field Name Identifier (returned value from the decoder) Field Type
Field Tester LOCATION Location
MinDistance MINDISTANCE Integer
MaxDistance MAXDISTANCE Integer
MinRSSI MINRSSI Float
MaxRSSI MAXRSSI Float
MinSNR MINSNR Float
MaxSNR MAXSNR Float
minMod MINMOD Integer
maxMod MAXMAD Integer
hotspot 01 HOTSPOT 01 Location
hotspot_02 HOTSPOT_01 Location
hotspot_O... HOTSPOT ... Location
hotspot_09 HOTSPOT_09 Location
hotspot_10 HOTSPOT_10 Location
is_chirpstack IS_CHIRPSTACK Boolean

There are more variables created by the decoder, but this is the minimum set required for the dashboard and to
configure the download.

12. This is the most critical step so that the RAK10701 will be able to display the necessary details helpful in Field
Testing the LoRaWAN network. This section is responsible for the "backend-server functions". In this step, we
create the automatic downlink to the device that is executed every time a data packet from the RAK10701 Field
Tester arrives. Take note that port number 2 is used by RAK10701 for downlinks and Trigger on
measurements should be checked.

GCa,,RAK ~ B oatacaxe
carl.rowan@rakwirel... "~
Fleet > field-tester-unit-white
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Configure Downlink

Name

field-tester-carl-downlink
Description

Field Tester Application Downlink

Fields used
If your encoder function takes input from the device's fields, you can specify them here. They will be used fo create the form for the

.

IS_CHIRPSTACK

Trigger on measurements

If activated, each time the device records a measurement in one of the fields used, the downlink will be sent automatically

Port

—_—
Payload Encoder

1~ function Encoder{measurements, port) [{

if (measurements.
13 measurements.

measurements. !
buf[5] = measurements.hU!
eturn buf;

Figure 74: Chirpstack downlink configuration

In this guide, the downlink is only created when the Field Tester is connected through a Chirpstack server. When
TTN or Helium is used, the downlink would be created by the original backend server.

This is controlled by the “Fields used” where you can see the IS CHIRPSTACK.

The Payload Encoder is preparing a downlink packet that will be sent back to the RAK10701 Field Tester. The
downlink packet is only 6 bytes large to avoid problems in LoRaWAN regions with limited downlink packet sizes.

This is the complete decoder script. The first byte is usually a counter, but it works well if the counter is ignored

and always set to 1.

function Encoder(measurements, port) {
var buf = [];
buf[0] = 1;
buf[1] = measurements.MINRSSI.value + 200;
buf[2] = measurements.MAXRSSI.value + 200;

if (measurements.MINMOD.value == 0) {
measurements.MINMOD.value = 1;

}

console.log(measurements.MINMOD.value);

buf[3] = measurements.MINMOD.value;

if (measurements.MAXMOD.value == 0) {
measurements.MAXMOD.value = 1;

}

buf[4] = measurements.MAXMOD.value;
buf[5] = measurements.NUM_GW.value;

return buf;
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The Field Mapper should have the correct credentials to connect to the Helium Console. This can be done using
WisToolBox and also with the help of the touchscreen LCD user interface.

1. Connect the RAK10701-P to the PC via USB Type-C cable and open the WisToolBox application. You can find
more info on how to install and use the WisToolbox from its documentation .

2. Click the CONNECT DEVICE button to launch WisToolBox Dashboard.

o
IS ToolBox
5[] Dashboard
Templates
_ck Firmware
Connect adevice
Connect your RAK loT device to
explore it's configuration and change
It.
© RAKID

Figure 75: WisToolBox Desktop splash screen

3. Review the Connection settings parameters on the dashboard, then click on the CONNECT button.

) O (]
M ToolBox =

Connection settings

DEI
DD Dashboard

. Port COMS
‘;‘ Templates
L Baud Rate 115200
Lj Firmware
Byte Size 8
Parity None
Stop Bits 1 2

) CONNECT

CANCEL

) (& & RakD

Figure 76: WisToolBox Desktop connection settings

4. On the WisToolBox Dashboard screen, select the RAK4630 module. This is the module inside the RAK10701-P
Field Tester device.
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M ToolBox =

a

a
o |:| Dashboard

WisBlock LPWAN Module for LoRaWAN (fo)) LORAW 5%

MODEL RAK4B3D EUl TSoLol oI IIIC . PORT COMIlE

El Templates

1 F Firmware

DEVICES

RAK4830 COM16

»

& RAKID

Figure 77: Detected module by WisToolBox

5. You can now update the APPEUI, DEVEUI, and APPKEY. It must be the same as the parameters you have in
the Setting up of Network Server. Then you can click APPLY COMMANDS.

_ O
TS ToolBox =
RAK' Device Parameters Syncless then Tminage
QE Dashboard {ERE "‘"‘_:_J“’u4 :
o 3 i w1 SAVE AS TEMPLATE APPLY A TEMPLATE
[@] Templates
j“:‘ e (© Global settings ~
EVICE INFO
PARAMETERS
(0 LoRaWAN keys, ID, EUI ~
DEVICES
RAK4630 COMIE & Application EUI e g PR et 6116
Application key S Dol renoon e o 22TIZID 32732
Device EUI ZECRSSEECTIIRE 5116
RAKID
Figure 78: Changing device parameters
> o
< NOTE:

These are the only parameters that you need to change via WisToolBox. Other configurations like

frequency plan, the interval of uplinks, TX power, and data rate can be done on the touchscreen of
RAK10701.

For the frequency plan change, the device has to restart to activate this newly configured frequency band.
There will be a notification on the Ul touchscreen LCD. If vou use WisToolBox to confiaure the band. vou
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M ToolBox
Dashboard Commands applied to RAK4630 WisBlock LPWAN
Module for LoRaWAN
Templates
Firmware .
'ji] Device EUI Successful 06:50
DEVICES -
() Application key Successful  06:50
RAK4630 B -
'l”\:/::‘ Application EUI Successful 06:50

Figure 79: Successful update of parameters

7. You can now remove the USB Type-C cable and proceed to the screen of RAK10701. You can click the settings
icon and then update the frequency plan, the interval of uplinks, TX power, and data rate as needed. You can
use the arrows for navigation and click ok to save changes.

Status : EUSILIZMY  Sent 40s ago 1 -

» Distance » RSSI »
1 . MAX:27757m MAX: 80dBm

MIN :31801 m MIN : - 110 dBm
SNR : 10dB P

No. of Hotspot

Lat : 34123456 ° P é? o
Long : 141.123456 ° ()

Figure 80: RAK10701-P settings button

Status : EUMLISNY  Sent 40s ago 1 -

Settings
Band : EU868 DR : DR3
TX Power : 12 TXInterval : 20s
BackLight : 20 Working Mode: Custom
Version: v1.0.6

DevEUI : 88888888888888
AppEUI : 88888888888888
DevName : RAK10701_861C2763CC

«“000Imn

Figure 81: Configurable parameters

Miscellaneous

This part of the guide shows the Field Tester interface and how to update the firmware.
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Display Status and Indicator

The RAK10701-P WisNode Field Tester has status indicators that show the current state of the device.

el JOINED Sent 40s ago 1 -

) » Distance » RSSI »
,  MAX: 27757 m MAX: 80dBm
| 4 MIN :31801 m MIN : - 110 dBm

SNR : 10dB P

No. of Hotspot

Lat : 34123456 ° P e? o
Long : 141.123456 ° ()

Figure 82: Device status and indicator

status : I3 Sent 40s ago 1 D
Status : Sent 40s ago * .j

Status : Sent 40s ago 1 -j
Status Sent 40s ago 1 m
SR SENDING EESERIIEELT) 1" D

Figure 83: Different device status

Status:

» IDLE: RAK10701-P Field Tester Pro state is in between the previous uplink and the next uplink. The duration of
IDLE depends on the interval configured on the device.

» JOINING: RAK10701-P Field Tester Pro is trying to join the network. This status is triggered when a Join
request is sent.

» JOINED: RAK10701-P Field Tester Pro successfully received the Join accept the packet. This status will be
displayed until refreshed when new data is sent.

o FAILED: RAK10701-P Field Tester Pro failed to join the network. Triggered by receive timeout. There might be
no available gateway reachable by the Field Tester.

» SENDING: RAK10701-P Field Tester Pro's data such as GPS is being uploaded via an uplink. It will be
displayed until the reception is completed or timed out.

Settings

The field tester has configurable parameters: Band, TX power, TX interval, backlight intensity, and DR. You can
navigate the settings using the arrow widgets plus the back and ok buttons. The OTAA parameters APPEUI,
DEVEUI, and APPKEY are also displayed but can't be changed on the touchscreen. WisToolBox or another Serial
Port terminal tool is needed to send the AT commands to update the EUIs and key.

Status : BUSILIZYY  Sent 40s ago 1 -

» Distance » RSSI »
MAX : 27757 m MAX: 80dBm
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Secl(I3l JOINED Sent 40s ago 1 -

Settings
Band : EU868 DR : DR3
TX Power : 12 TXInterval : 20s
BackLight : 20
Version: v1.0.6
DevEUI : 888883888888888
AppEUI : 88888888888888
DevName : RAK10701_861C2763CC

«“000Imn

Figure 85: Settings page

Data Plots

There are four different data plots on the field tester: number of gateways, RSSI, SNR, and approximate
distance. These graphs are accessible by touching the respective icons assigned to the parameter.

Status : EUMLISNY  Sent 40s ago 1 -

) » Distance » RSSI »
/ MAX : 27757 m MAX: 80dBm
| 4 MIN :31801 m MIN : - 110 dBm

SNR : 10dB»

No. of Hotspot

Lat : 34123456 ° P
Long : 141.123456 °

Figure 86: Accessing different data plots

Status : Sent 40s ago 1 D

DISTANCE

No. of
Hotspot

10 9 8 7 6 5 4 3 2 1

« MAX: 23000m MIN : 11000m

Figure 87: Distance plot

Status : Sent 40s ago * .j

RSSI

No. of
Hotspot

0 9 8 7 6 54 3 2 1

« MAX: 20dBm MIN : - 110 dBm

Figure 88: RSSI plot



& RAK’ Documentation Center

Status : Sent 40s ago 1" D

4

No. of
Hotspot

10 9 8 7 6 5 4 3 2 1

« SNR: -20dB

Figure 89: SNR plot

GPS Data

The main page shows the last GPS data captured by the device.

Status : EUMLISNY  Sent 40s ago 1 -

» Distance » RSSI »
MAX : 27757 m MAX: 80dBm

\ 4 | MIN :31801 m MIN : - 110 dBm

SNR : 10dB»

No. of Hotspot

Lat : 34123456 ° P ’7 o
Long : 141.123456 ° @

Figure 90: GPS display

Status : IS  Sent 40s ago 1 -

GPS

4 Latitude : 14.421373 °
Longitude : 121.006914 °

Altitude: 350 m

No. of
Hotspot Hdop: 1

Sats: 5

Figure 91: GPS data

Upgrading the Firmware

It is recommended to update to the latest version of the firmware. To do this, download the latest RAK10701-P

WisNode Field Tester firmware and use the WisToolBox to update the custom firmware.

1. Drag the downloaded firmware to the WisToolBox custom firmware section.
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_ O x
I ToolBox =
Device Firmware RUI_3 51_RAK4E31
EE Dashbeard \oBMé&Ky
RAK4630
— :2:::;““” -5 Official Custom
g Templates FEDRME
i:r FIIMWAIE T o s—————
Custom Firmware
DEVICE INFO Select or drag'n'drop files (ZIP up to 3 Mb) here to
use them to upgrade your device Firmware.
DEVICES PARAMETERS L ——
(o1 RAK4630 COM37T & AGSANEES
FIRMWARE
No firmware available
= . Looks like there's no custom
(0 O St firmware available for this device.
Figure 92: WisToolBox firmware
2. After the firmware file is uploaded to the application, you can now select UPGRADE DEVICE.
_ 0O x
S ToolBox =
Device Firmware RUI_3.5.1_RAKAB3T

RAK

| 5 loT Made Easy
SEFTE ascasso
[=

g=
[l Dashboard

OO I03AFE8- AKARI0
DevELE ATTFIR
FREEIRACE

Official Custom

E Templates
cl L.

iw“.-t Firmware
Custom Firmware

DEVICE INFO E Select or drag'n'drop files (ZIP up to 3 Mb) here to
] use them to upgrade your device Firmware.

DEVICES PARAMETERS
(=l RAK4630 COM3T & AGVANECED
Select all
FIRMWARE

RAK10701_L_P_Latest Firmware veo s i
311912023

Add description

UPGRADE DEVICE ]

’ Sign in

Figure 93: Upload the latest firmware

Upgrade Firmware

Are you sure you want to upgrade firmware for WisBlock LPWAN
Module for LoRaWAN on COM37 1o Official release
RAK10701_L_P_Latest Firmware ?

When upgrading make sure
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3. If all proceed with no error, you should see Firmware update successful notification, and the RAK10701-P
will restart automatically.

| B
Upgrading Device Firmware

WisBlock LPWAN Module for LoORaWAN Firmware is upgrading to
version RAK10701_L_P_Latest Firmware

OVERWRITING DEVICE ROM
——

Figure 95: Ongoing upgrading of firmware

-

Firmware update successful

RAK4630 WisBlock LPWAN Module for LoRaWAN has been
upgraded to version RUI_3.5.1_RAK4631

Figure 96: Successful upload of latest firmware
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