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RAK7431 Quick Start Guide

Prerequisite
What do you need?

Before going through each and every step in the installation guide of the RAK7431 WisNode Bridge Serial, make
sure to prepare the necessary items listed below:

Hardware Tools

1. RAK7431 WisNode Bridge Serial

2. Micro USB Cable

3. Gateway in Range, for Testing

4. A Windows/Mac OS/Linux Computer

Software Tools

¢« RAK Serial Port Tool
e MQTTfx Tool

Product Configuration
Typical Network Application

RAK7431 converts data from the RS485 protocol into LPWAN wireless messages and delivers it to a cloud server
through an LPWAN gateway. Cloud servers can also proactively send data to RAK7431 for two-way data
transmission. Using the RAK7431, you can convert data from a conventional RS485 wired network to a wireless

network.
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Figure 1: Example communication with RS485 enabled devices

Connect the RAK7431 to the Sensor
Power Interface Configuration

The RAK7431 device can be powered either by:

« DC (VIN/GND) terminals
e Micro USB.


https://downloads.rakwireless.com/LoRa/Tools/RAK_SERIAL_PORT_TOOL_V1.2.1.zip
https://mqttfx.jensd.de/
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The DC screw terminals are supporting 8 to 48 VDC. The Micro USB port can be used to power the RAK7431, up
to 5V /500 mA DC. At the same time, the USB port is used as the configuration port for the device. Using the USB
cable to connect the RAK7431 to a computer’s USB port, you can import your configuration settings.

NOTE

The Micro USB port can be used only for powering the device. It cannot provide power to VOUT and power
other devices in the RS485 network.

Figure 2: RAK7431 bridge with connected sensor and power supply

Data Interface Configuration

The RAK7431 - RS485 serial interface can support up to 16 RS485 devices. VOUT on the data interface can
supply external power to the RS485 connected devices (only when the device is powered from the DC input). The
VOUT output voltage is the same as the DC input voltage VIN.
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Figure 3: RAK7431 Interface pin definition

Gateway Connection Settings

In this section, the RAK7431 WisNode Bridge Serial shall be connected into the RAKwireless Gateway. For this
demonstration, a RAK7249 WisGate Edge Max shall be used. Listed below are the requisites for this section.
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» RAK Serial Port Tool[% - used to configure the RAK7431 WisNode Bridge Serial
» Web Management Platform Documentation - guide on how to configure the RAK7249 WisGate Edge Max

Gateway Configuration
Set-up the Built-in Network Server

1. Sign in to the gateway by following the Accessing the Web Management section of the WEB Management

Platform documentation.

2. Setup the RAK7249 WisGate Edge Max using its Built-in Network Server by following this guide.

Adding Application

1. To enter the application configuration interface click: LoRaNetwork > Application. Enter a name for the

application and click the Add button.

P
\‘9\ R AK Logout
#) . . q
@ Stas LoRa Network Server Application Overview
3 Network o
Applications
(ﬂ) Channel Plan
lull LoRa Network ID Name Devices Creation Date Description

Network Settings

Network Server Status
Gateway
Application

Global Integration

& Services

System

This section contains no values yet

RAK7431_RS485 Type 1 : Unified Application Key

Figure 4: Create Application in the Built-In Network Server

2. Turn on the Auto Add LoRa Device slider.

3. Generate Application EUI and Application Key by pressing the generate icon marked in the image below.

NOTE

The description is optional.


https://downloads.rakwireless.com/LoRa/Tools/RAK_SERIAL_PORT_TOOL_V1.2.1.zip
https://docs.rakwireless.com/Knowledge-Hub/Learn/WEB-Management-Platform/
https://docs.rakwireless.com/Knowledge-Hub/Learn/WEB-Management-Platform/#accessing-the-web-management-platform
https://docs.rakwireless.com/Knowledge-Hub/Learn/Build-in-LoRa-Server/#gateway-built-in-lora%C2%AE-ns
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\‘fsjl\ R AK Logout

@
@ Status Application Edit - 4

€3 Network
Application RAK7431_RS485

8 Channel Plan

Wl LoRa Network Devices Application Configuration Payload Formats Integrations
il | oRa Networl
Network Settings Device Authentication Mode Unified Application Key
Network Server Status Separate Application Key
Gateway Name | RAK7431_RS485
Application Auto Add LoRa Device () If enabled, LoRa Device will be added automatically after Application EUI and Application Key pass verification.
Global Integration
Application EUI | 85143ffab9c79661 £ [0
& Services o -
Application Key | 998162b7ef8bc3452b059¢eb9bad4191e 2 3

System Description

Back to Overview Save & Apply E

Figure 5: Registering an application

4. After which, press Save & Apply.

5. You will be returned to the Application page. Select Edit on the created application.

\lgjl\ R AK Logout

@& Status

LoRa Network Server Application Overview

£33 Network o
Applications
% Channel Plan
lull LoRa Network 1D Name Devices Creation Date Description

Network Settings
4 RAK7431_RS5485 0 Mon Jul 27 16:17:02 2020 m

Network Server Status
Application Type 1 : Unified Application Key v m
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Figure 6: Application list

6. Enter the Device EUI and press Add.

NOTE

The RAK7431 Device EUI can be seen at the label on the back

\“::.ll\ R AK Logout

@& Status

Application Edit - 4

€3 Network
Application RAK7431_RS485

“A” Channel Plan

I — Devices Application Configuration Payload Formats Integrations
lll LoRa Networl
Network Settings Last seen  Device name  Device EUI  Class Activation mode  Device Address  Link margin  Battery  Packet Loss  Description
Network Server Status
Select All Remove Rows perpage | 10 v |Page | 1 In0o Prev Next

Gateway

Application

Q
Global Integration ‘ 60CHA8FFFE75404B m‘ Batch Add m m

& Services
Back to Overview Save & Apply E

System

Figure 7: Adding the RAK7431
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7. On the next page, select the settings provided below:

LoRaWAN Class: C
Join Mode: OTAA
Description: Optional

\‘f:lh RAK Logout
@ Status

Application - Edit Device 60c5a8fffe75404b

€3 Network
Device-60c5a8fffe75404b

‘® Channel Plan

Overview Configuration Activation Downlink Live Device Data
il LoRa Network
Network Settings Device name | RAK7431_1
Network Server Status
Class | C v
Gateway
Application Joinmode | OTAA v
Global Integration Frame-counter Width 32 bit v
~
& Services Enable LPTP ()
System Description | RAK RS485 Bridge

Back to Overview Save & Apply m

Figure 8: Adding the RAK7431 to the Built-In Server

RAK7431 Configuration
Connect the RAK7431 to your Network

1. Connect the RAK7431 to a computer using the Micro USB cable.
2. Open the RAK Serial Tool and select the correct COM port. The default baud rate is 115200.

3. After selecting, press Open.

RAK SERIAL PORT TOOL

‘ RAK com: - BaudRate: (15200 ~ m

RECEIVING CLEAR RECV

SENDING(With \r\n)

Figure 9: RAK Serial Tool

» To set up the Device EUI, run the command:
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AT+DEVEUI=<Device EUI>

To check the Device EUI run:

AT+DEVEUI

To set up the Application EUI run the command:

AT+APPEUI=<application EUI>

To set up the Application Key run the command:

AT+APPKEY=<application Key>

To check the previously configured Application EUI and Key, run the commands:

AT+APPEUI

AT+APPKEY

RAK SERIAL PORT TOOL

’ RAK COM: | cOM4 BaudRate: 115200 m

RECEIVING CLEAR RECV
oK

60C5ABFFFE75404B

oK

OK

85143FFAB9C79661

oK

oK

998162B7EFBBC3452B059EBIBAB4191E

oK

SENDING(With \r\n)
AT +APPKEY

Figure 10: Configuring the RAK7431

Set the Frequency Region

The node supports the following Regional Frequencies:
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o EU433

e« CN470

e CN470ALI
 RUS864

» IN865

- EUB868

e US915

e AU915

« KR920

o AS923

For this demonstration, EU868 shall be used. To set the desired regional frequency band use the command:

AT+REGION=EU868

NOTE

The regional frequency settings need to be consistent with the RAK commercial gateway supported band.

Data Serial Port Rate Setting

NOTE

The baud rate setting needs to be consistent with the baud rate of the sensor, which is 9600.

The AT command for execution is:

AT+BAUDRATE=9600

Operating and Activation Mode Settings

1. Supported operating modes are two: Class A and Class C. To set the operating mode (Class C in this case),

you need to execute the AT command:

AT+CLASS=C

NOTE

Changes will take effect as soon as they are made.

2. Activation mode supports the following two modes: ABP and OTAA. To set the activation mode (OTAA in this

case), you need to execute the AT command:

AT+JOINMODE=0TAA

3. Restart is needed for the modification to take effect. To restart the RAK7431, execute the command:
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AT+RESTART

4. If everything is configured right, after the execution of the restart command this output pops up in the RAK Serial
Tool:

RAK SERIAL PORT TOOL

’ RAK COM: | COM4 BaudRate: 115200 m

RECEIVING CLEAR RECV
oK

EVENT:6:RESTART

EVENT:0:STARTUP

SYSLOG:4:0TAA Join Request

SYSLOG:4:0TAA Join Success

EVENT:1:JOIN_NETWORK

SYSLOG:4:LoRa Tx:

SENDING(With \r\n)

AT+RESTART ‘H

Figure 11: RAK7431 Successful Join

Configure RAK7431 Working Modes
Data Transparent Mode

When the RS485 data interface works in Modbus mode, the data encapsulation format can be divided into two
types: transparent mode and non-transparent mode.

« In transparent mode, the Modbus execution instruction response data (data, received by the node) will be
directly forwarded through the LoRaWAN network.

« In the non-transparent mode, the Modbus execution instruction response data (data, received by the node) will
be encapsulated in the message header according to the Modbus protocol, and then transmitted to the server
through LoRaWAN.

NOTE

The non-transparent mode is the default one.

Enter the following AT command in the RAK Serial Tool to change the mode:

AT+TRANSPARENT=nNn

n Condition

0 transparent mode is turned off
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n Condition

1 it is turned on

NOTE

The change takes effect immediately after modification.

Scheduled Polling Function

When the device works in MODBUS mode, it supports the scheduled polling function.

This means that the device will perform a polling operation every given period (polling cycle). During polling, the
device will send the pre-added MODBUS instructions in turn and forward the corresponding response data through
the LoRaWAN network.

The device turns on the scheduled polling by default. The AT command for this is:

AT+ENABLEPOLL=nN

n Condition
0 turns scheduled polling off
1 turns it on

NOTE

The modification takes effect after restart.

I
\*J B . L(TPH TX data
Inquire polling: [ ans S
5 aa aa aa aa

RS485 addr: 01 Polling id 1: 01

@ RAK®

03 é:(. cccecee
RAKT7431 . 04 dd dd dd dd

iy

s LoRa® TX data
RS485 addr: 02 a 3 Packet mode:
mmp 02bbb b 08 00 01 01 aa aa aa aa
03 cceccceccee 08 00
04 dd dd dd dd 08 00 01 03

K cC CcC
08 00 01 04 dd dd dd dd

i

RAK7431

RS485 addr: 03

RAK7249
LPWAN Gateway

iy

RS485 addr: 04

Figure 12: Scheduled polling example

Scheduled Polling Cycle

This command sets/reads the scheduled polling cycle. This command only works if scheduled polling is enabled.
The modification takes effect after the next polling cycle or a restart.

Example: To set the polling cycle to 60 seconds, use this command:
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AT+POLLPERIOD=60

RAK7431 supports polling mode, which stores up to 32 query instructions at a maximum length of 128 bytes per
instruction. Polling intervals and wait times can be adjusted as needed. RAK7431 converts the data returned by the
RS485 node into a LoRaWAN message, which can be sent to the LoRaWAN gateway as is or encapsulated. In
transparent mode, the data for the RS485 is sent in the payload of the LoRa message as is, and in hon-transparent
mode, the data of RS485 is encapsulated in the LoRa message with a header and validation.

Add Polling Instructions

To add polling instruction, execute the AT command:

AT+ADDPOLL=<n>: <XXXX>

Parameter Description Value Range
n polling instruction 1D 1to 127
XXXX polling instruction content; hexadecimal string 128 bytes max

According to the temperature and humidity register address of the temperature and humidity sensor in the example
and the RS485 address, the polling instruction should be:

AT+ADDPOLL=1:010300000002C40B

Example: If you have added multiple RS485 temperature and humidity sensors, continue to increase the polling
instructions based on the RS485 address and register address, for example:

e RS485 Temperature and humidity sensor addr: 01, Polling 1: 010300000002C40B
» RS485 Temperature and humidity sensor addr: 04, Polling 2: 040300000002C45E
» RS485 Temperature and humidity sensor addr: 08, Polling 3: 080300000002C492
o RS485 Temperature and humidity sensor addr: OF, Polling 4: 0F0300000002C525

You will need to increase the polling instruction by the following AT commands:

AT+ADDPOLL=1:010300000002C40B

AT+ADDPOLL=2:040300000002C45E

AT+ADDPOLL=3:080300000002C492
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AT+ADDPOLL=4:0F0300000002C525

The RAK7431 sends an instruction to the sensor every 1 minute to obtain temperature and humidity data, and the
following is the result of 3 consecutive scheduled polls:

e DTU Tx: The polling instruction sent to the Sensors over RS485 Data Interface
e DTU Rx: The sensor data received.
e LoRa Tx: Send the received data through a LoRaWAN network.

& RAK SERIAL PORT TOOL

’RAK COM: |COM4  ~ | BaudRate: 115200 v m

RECEIVING CLEAR RECV

EVENT:0:STARTUP
SYSLOG:4:0TAA Join Request
SYSLOG:4:0TAA Join Success
EVENT:1:JOIN_NETWORK

SYSLOG:4:DTU Tx : 010300000002C40B
SYSLOG:4:DTU Rx : 0103040210012FBA81
SYSLOG:4:LoRa Tx : 0103040210012FBA81

SYSLOG:4:DTU Tx : 010300000002C40B
SYSLOG:4:DTU Rx : 010304022B01320BE3
SYSLOG:4:LoRa Tx : 010304022B01320BE3

SYSLOG:4:DTU Tx : 010300000002C40B

SYSLOG:4:DTU Rx : 010304020A0134DBE7
SYSLOG:4: LoRa Tx : 010304020A0134DBE7

SENDING(With \r\n)

Figure 13: Data in transparent mode

& RAK SERIAL PORT TOOL

’RAK COM: |COM4  ~ | BaudRate: 115200 v m

RECEIVING CLEAR RECV

EVENT:0:STARTUP
SYSLOG:4:0TAA Join Request
SYSLOG:4:0TAA Join Success
EVENT:1:JOIN_NETWORK

SYSLOG:4:DTU Tx : 010300000002C40B
SYSLOG:4:DTU Rx : 0103040205011A6BE8
SYSLOG:4:LoRa Tx : 810001000A010103040205011A6BE8

SENDING(With \r\n)

Figure 14: Data in non-transparent mode

» Humidity calculation: hex is 0210, the decimal is 528, converted humidity is 52.8% RH.
« Temperature calculation: hex is 012F, the decimal is 303, converted temperature is 30.3 °C.
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MQTT Subscribe to Data Server

To better demonstrate the functionality we will use the Application Server Integration feature to subscribe to the
Built-In Network Server Topics, using the MQTT client, to obtain data and send instructions to the RAK7431.

\";:'ll\ R AK Logout

@
@ status Application Server Integration

B Network
Application Server Integration

) Channel Plan

General Setu MQTT Topic template Setu
Ll LoRa Network P Q P P P

All topics support one or more of the four variable fields {{application_ID}} {{application_name}} {{application_EUI}} {{device_EUI}}. The variable field must

Network Settings
e be in a separate domain (the content between the two '/'s is a separate domain). All topics must contain the {{device_EUI}} variable field.
Network Server Status

Gateway Join Topic | application/{{application_ID}}/device/{{device_EUI}}/join

Application Event published when a device joins the network.

Global Integration Uplink Topic | application/{{application_ID}}/device/{{device_EUI}}/rx

& Services

Contains the data and meta-data for an uplink application payload.
Downlink Topic | application/{{application_ID}}/device/{{device EUI}}/tx
System Scheduling downlink data by application server
Ack Topic | application/{{application_ID}}/device/{{device_EUl}}/ack
Event published on downlink frame acknowledgements.
Status Topic | application/{{application_ID}}/device/{{device EUI}}/status

Event for battery and margin status received from devices.

i

Figure 15: Gateway MQTT Topic Templates

To communicate with the MQTT bridge in the gateway we need to use MQTT Topic Templates.

MQTT Topic Configuration:

Application/{{application_ID}}/device/{{device_EUI}}/join
Application/{{application_ID}}/device/{{device_EUI}}/rx
Application/{{application_ID}}/device/{{device_EUI}}/tx

Application/{{application_ID}}/device/{{device EUI}}/ack
Application/{{application_ID}}/device/{{device EUI}}/status

1. Download and install MQTTfx tool 4 to read the topics and send data to the gateway and node.

2. After installation, the MQTT Client must be configured. Select local mosquitto from the drop-down list and click
the edit connection profiles icon marked in the image below to open the settings page.

&
File Extras Help
‘ local mosquitto - @W B et .

Publish Scripts  Broker Status  Log

Figure 16: MQTT.fx Client

3. On the next window, input the Broker Address and Broker Port. If the Client ID is empty press Generate. Then
click OK.

» Broker Address: Address of MQTT server — the gateway IP.
» Broker Port: Consistent with MQTT Broker Port set by the gateway - by default 1883.


https://mqttfx.jensd.de/
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Profile Name | local mosquitto

Profile Type  MQTT Broker hd i\\ m
MQTT Broker Profile Settings

Broker Address | 192,168.0,120
Broker Port | 1883

Client ID | 7béebcfé61ead76d8569fc403e3a046¢ Generate

m User Credentials SSL/TLS Proxy LWT

Connection Timeout = 30

Keep Alive Interval | 60

Clean Session v/

Auto Reconnect
Max Inflight | 10
MQTT Version v/ Use Default

Clear Publish History

Clear Subscription History

Revert OK Apply

Figure 17: MQTT.fx settings

4. Click on the Connect button. The green dot indicates that the connection is successfully subscribed to the
MQTT Broker.

@ MaTThc- 171 - O X

File Extras Help

= .
. Disconnect

Publish BT SER Scripts Broker Status  Log

Figure 18: MQTT.fx connected successfully

 If we want to receive all data from the MQTT Bridge, we can use the wildcard character #.

5. Choose the Subscribe tab, enter the wildcard and press Subscribe.

@ MQTTfx - 1.7.1 - O X

File Extras Help

i Disconnect ‘1.
Publish m Scripts  Broker Status Log

# L 0 )
Dump Messages Mute m

Figure 19: Subscribing to MQTT Broker with wildcard

 If the node sends data, the MQTT client will display it as it is subscribed to the topic.
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@ MQTTfx - 1.7.1

File Extras Help

‘

#

Dump Messages

Publish m Scripts  Broker Status  Log

Mute

Disconnect

3 ]
[ Unsubscribe

Topics Collector (0)

Scan

i’ 77

application/1/device/60c5a8fffe75404b/join 26
# QoS0
application/1/device/60c5a8fffe75404b/rx 27
# QoS O
application/1/device/60c5a8fffe75404b/rx 28
# QoSO
application/1/device/60c5a8fffe75404b/rx

# 28

10-08-2020 18:44:25.67465257

Qoso

{"applicationID":"1","applicationName":"RAK7431_RS485","devEUI":"60c5a8fffe75404b", "deviceName" : "RAK7431

1","timestamp"” :1597074265," fCnt":3,"fPort":2, "data": "wQACAAICAQ==", "data_encode" : "base64" }

Payload decoded by  Plain Text Decoder

Figure 20: Subscribed topic data

» Notice that the data field is in base64 format, which has to be converted to hex string to be useful. We can

change the data format from the built-in server settings.

6. This is done by going to Gateway>Application>Integrations>Data Encode/Decode Type and chose HEX

String form the drop-down menu. Press Save & Apply.
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\‘g:n\ R AK Logout

@
o Application Edit - 4

3 Network
Application RAK7431_RS485

((A" Channel Plan

il LoRa Network Devices Application Configuration Payload Formats Integrations
il LoRa Networl
Network Settings Data Encode/Decode Type = HEX String v
Network Server Status . X
Report LoRa Radio Infomation C

Gateway
Application Enable HTTP/HTTPS Integration ()

Global Integration HTTP/HTTPS Headers

& Services g

Uplink data URL

System

Join notification URL
Ack notification URL
Device-status notification URL
Maximum number of concurrent connections | 16

Maximum length of queue | 64

Back to Overview Save & Apply m

Figure 21: Change the Data Encode/Decode Type

» Now, all received data will be in HEX String.
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@ MQTTfx - 1.7.1 - m] X

File Extras Help

[ 5 Disconnect -0
Publish m Scripts  Broker Status  Log

# - i’ 77
# @D application/1/device/60c5a8fffe75404b/rx 30

Dump Messages Mute | (QUETEECIEED QoS 0
application/1/device/60c5a8fffe75404b/join 31

QoS0

application/1/device/60c5a8fffe75404b/rx 32
# Qos 0

application/1/device/60c5a8fffe75404b/rx 33
* QoS 0

application/1/device/60c5a8fffe75404b/rx
# 33

10-08-2020 18:46:03.67563133 Qoso

{"applicationID":"1","applicationName":"RAK7431_RS485","devEUI":"60c5a8fffe75404b", "deviceName" : "RAK7431
1", "timestamp" :1597074363," fCnt":3,"fPort":2, "data":"C1000200020201", "data_encode" : "hexstring"}

Topics Collector (0) Sean o0w

Payload decoded by  Plain Text Decoder

Figure 22: Received data field in HEX format

RAK7431 Remote Control and Configuration via
MQTT.fx

To remotely control the RAK7431 you need to publish messages to the Gateway’s Network Server MQTT “TX”
topic.

Add a Scheduled Polling Task List
Downlink instruction message format:
DTU_CMD MSER MDATA_LEN MDATA
TASK_ID DATA

0x03 2Byte 2Byte
1Byte nByte
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NOTE

The message length does not contain the header

Example: We will add a polling instruction.

Publish topic:

application/1/device/60c5a8fffe75404b/tx

NOTE

Application ID and Device EUI should be consistent with the settings within the gateway.

» To successfully complete this, the JSON data format must be followed.

Content of the uplink:

{

"confirmed":true,
"fPort":129,

"data":"030001000901010300000002C40B"
3

Parameter Description

This indicates that the downlink to the RAK7431 will be
confirmed for successful receiving.

"confirmed":true

Defines the port that we want to send the command. (For
"fPort":129 more information on the fPort see the AT Command
Manual for RAK7431)

"data":"030001000901010300000002C40B" The data of the task in hexadecimal format.

The content of the data that we will send is:

03 0001 0009 01 010300000002C40B

OROONO) ®

Figure 23: Data arrangement

1. DTU command word

2. The message number

3. Message length (excluding header)
4. The task ID

5. The content of the task


https://docs.rakwireless.com/Product-Categories/WisNode/RAK7431/AT-Command-Manual/
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@ MQTT.fx - 1.7.1 — O *

File Extras Help

‘ Disconnect = .
m Subscribe  Scripts Broker Status Log

»  application/1/device/60c5a8fffe75404b/tx Al FPublish @D Qos1 qosz Retained %
(

“confirmed":true,

"fPort":129,
"data":"030001000901010300000002C40B"
}

Figure 24: Publishing data to RX topic

» After publishing the data, we can see the downlink instruction and uplink answer from the RAK Serial Tool:

RAK SERIAL PORT TOOL

‘RAK COM:'COMJ -| BaudRate: 15200 v

RECEIVING CLEAR RECV
SYSLOG:4:LoRa Rx : 030001000901010300000002C408
SYSLOG:4:LoRa Tx : 830001000101

SENDING(With \r\n)

Figure 25: Received data and sent an answer

Message format when execution is successful:

DTU_CMD MSER MDATA_LEN MDATA
TASK_ID
0x83 2Byte 2Byte
1Byte

e The MQTT subscription bar can see the upstream message "83000100010101" for successful execution.
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@ MQTT.fx - 1.7.1 — O x

File Extras Help

‘ Disconnect mo
Publish m Scripts  Broker Status Log

# N [ Autoscroll LR
# @D | application/1/device/60c5a8fffe75404b/tx 16
# Qo5 0
Dump Messages Mute w
application/1/device/60c5a8fffe75404b/rx 17
# QoS5 0
application/1/device/60c5a8fffe75404b/rx 18
# QoS50

application/1/device/60c5a8fffe75404b/rx

17

i Si o
Jie celea i 03-08-2020 18:52:15.67935882 QoS0

{"applicationID":"1","applicationName":"RAK7431_RS485", "devEUI":"60c5a8fffe75404
b","deviceName": "dev-60c5a8fffe75404b" ,"timestamp™ : 1596469935, " fCnt" :4, "fPort":1
29,"data":"830001000101", "data_encode": "hexstring"}

Payload decoded by  Plain Text Decoder -

Figure 26: Received confirmation of the task

Remove the Scheduled Polling Task List

Downlink instruction message format:

DTU_CMD MSER MDATA_LEN MDATA
TASK_ID
0x04 2Byte 2Byte
1Byte

Example: Removal of timed polling temperature and humidity sensor task order on a node:

Publish the topic:

Application/1/device/60c5a8fffe75404b/tx

Content:
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{

"confirmed":true,

"fPort":129,
"data":"040001000101"
}

@ MaTTfx-1.7.1 — O X

=8 Extras  Help

‘ Disconnect ‘10
m Subscribe  Scripts Broker Status Log

»  application/1/device/60c5a8fffe75404b/tx v W Qi) Qos1  Qos2 Retained o
{

“confirmed":true,

"fPort":129,
"data":"040001000101"
}

Figure 27: Remove poll downlink message

Message format when execution is successful:
DTU_CMD MSER MDATA_LEN MDATA
TASK_ID

0x84 2Byte 2Byte
1Byte
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@ MQTT.fx - 1.7.1 — O x

File Extras Help

‘ Disconnect mo
Publish m Scripts  Broker Status Log

# N | Autoscroll LA
# @ | application/1/device/60c5a8fffe75404b/tx 22
# QoS50
Dump Messages Mute w
application/1/device/60c5a8fffe75404b/rx 23
# QoS0

application/1/device/60c5a8fffe75404b/rx

23

: s o
Topics Collector (0) e 03-08-2020 18:59:00.68340364 QoS 0

{"applicationID":"1","applicationName":"RAK7431_RS485", "devEUI":"60c5a8fffe75404
b","deviceName": "dev-60c5a8fffe75404b" ,"timestamp™ : 1596470340, " fCnt":9, "fPort":1
29,"data": "840001000101", "data_encode": "hexstring"}

Payload decoded by  Plain Text Decoder -

Figure 28: Poll removed successfully message

e The MQTT subscription bar sees the upstream message "84000100010101", which means the task was

successfully removed.

Read the Scheduled Polling Task List

Downlink instruction message format:

DTU_CMD MSER MDATA_LEN MDATA
TASK_ID
0x05 2Byte 2Byte
1Byte
Publish topic:

application/1/device/60c5a8fffe75404b/tx

Content:
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{

"confirmed":true,
"fPort":129,
"data":"050001000101"
}

@ marTfx-1.7.1 — O X

File  Extras Help

‘ Disconnect “o
m Subscribe  Scripts Broker Status Log
»  application/1/device/60c5a8fffe75404b/tx v W Qoldd) Qos1  Qos2 Retained o

{

"confirmed":true,
"fPort":129,
"data":"050001000101"
}

Figure 29: Publishing the read poll task message

Perform successful upstream message format:

DTU_CMD MSER MDATA_LEN MDATA

TASK_ID DATA
0x85 2Byte 2Byte
1Byte nByte

e Open the MQTT subscription column that is to see to the performance of the above line:
"8500010009010103000000002C40B" is the query to the task, the order ID is 1, the task order content is
010300000002C40B (example registers).
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@ MQTT.fx - 1.7.1

File Extras Help

‘

Disconnect

Publish FEIESITEN Scripts  Broker Status Log

Dump Messages Mute

application/1/device/60c5a8fffe75404b/tx

#
#

application/1/device/60c5a8fffe75404b/rx
#

28
Qo050

29
Qo5 0

Topics Collector (0) Scan

application/1/device/60c5a8fffe75

03-08-2020 19:07:21.68841182

{"applicationID":"1","applicationName":"RAK7431_RS485", "devEUI":"60c5a8fffe75404
b","deviceName": "dev-60c5a8fffe75404b" ," timestamp™ : 1596470840, " fCnt":12, " fPort":
129,"data":"850001000901010300000002C40OB" , "data_encode" : "hexstring"}

404b/rx

29
QoS0

Payload decoded by  Plain Text Decoder v

Figure 30: Received message from the node

Read the LoRa Configuration

Downlink instruction message format:

DTU_CMD

0x06

Publish topic:

MSER

2Byte

Application/1/device/60c5a8fffe75404b/tx

MDATA_LEN

2Byte

MDATA

OByte

Content:

{

"confirmed":true,
"fPort":129,

"data":"0600010000"
3
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@ MaQTT. - 1.7.1 — O X

File Extras Help

‘ Disconnect mo
m Subscribe  Scripts Broker Status Log

%  application/1/device/60c5a8fffe75404b/tx - W W QoS1 QoS 2 Retained wr
[

"confirmed":true,

"fPort":129,

"data":"0600010000"
]

Figure 31: Publish LoRa configuration read message

Perform successful upstream message format:

DTU_CMD MSER MDATA_LEN MDATA
DATA DUTY
TXPWR CONFIRM RETRY ADR
RATE CYCLE
0x86 2Byte 2Byte
1Byte 1Byte 1Byte 1Byte 1Byte 1Byte

o« DATARATE: Speed rate (0 — 5)

« TXPOWER: The transmit power level (0 — 20)

e CONFIRM: Whether to turn on ACK 0 — off, 1 — on

e RETRY: Maximum re-transmission times when ACK is on (0 ~ 15)

e ADR: Whether to turn on the dynamic rate adjustment O — off, 1 - on
e DUTY CYCLE: Whether to turn on duty cycle limit O — off, 1 — on

application/1/device/60c5a8fffe75404b/rx
#

10-08-2020 17:42:42.63762943 QoS0

{"applicationID":"1","applicationName": "RAK7431_RS485","devEUI" :"60c5a8fffe7
5404b" ,"deviceName": "RAK7431_1","timestamp" :1597070562,"fCnt":2,"fPort":129,
"data":"8600010006000001030100" ,"data_encode": "hexstring"}

Payload decoded by  Plain Text Decoder v

Figure 32: Received message with LoRa configuration

e Open the MQTT subscription bar to see the upstream message "860001000006000010301000000" to read the
LoRa configuration based on the upstream message format for the successful execution above.

Change the LoRa Configuration
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Downlink instruction message format:

DTU_CMD MSER MDATA_LEN MDATA
DATA DUTY
TXPWR CONFIRM RETRY ADR
RATE CYCLE
0x07 2Byte 2Byte
1Byte 1Byte 1Byte 1Byte 1Byte 1Byte
Publish topic:

Application/1/device/60c5a8fffe75404b/tx

Content:

{

"confirmed":true,
"fPort":129,

"data":"070001000601050103010"
}

« The above command changes the data rate to "1" and the transmit power to "5".

@ MQTT.fx - 1.7.1 - O X

File Extras Help

‘ Disconnect “o
m Subscribe  Scripts Broker Status Log

»  application/1/device/60c5a8fffe75404b/tx v W w QoS1 QoS 2 Retained o
{

"confirmed":true,

"fPort":129,

"data":"070001000601050103010"
]

Figure 33: Publish change LoRa configuration data

Perform successful upstream message format:

DTU_CMD MSER MDATA_LEN MDATA

0x87 2Byte 2Byte OByte

* Open the MQTT subscription bar to see the upstream message for successful execution: "8700010000".
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application/1/device/60c5a8fffe75404b/rx
#

10-08-2020 17:43:57.63837735 QoS0

{"applicationID":"1","applicationName" : "RAK7431_RS485","devEUI" :"60c5a8fffe7
5404b" , "deviceName" : "RAK7431_1" ,"timestamp" :1597070637,"fCnt":3,"fPort" :129,
"data":"8700010000","data_encode" :"hexstring"}

Payload decoded by Plain Text Decoder v

Figure 34: Received confirmation message

Reset the default LoRa Configuration

Publish topic:

Application/1/device/60c5a8fffe75404b/tx

Content:

{

"confirmed":true,
"fPort":129,

"data":"1D00010000"
b

@ MQTT.fe-1.7.1 — O X

File Extras Help

‘ Disconnect fo
m Subscribe  Scripts Broker Status Log

»  application/1/device/60c5a8fffe75404b/tx v w QY Qosi QoS 2 Retained v

it

"confirmed":true,
"fPort™:129,
"data":"1D00010000"

}
I

Figure 35: Publish reset the default LoRa configuration

« Open the MQTT subscription bar to see the upstream message for successful execution: "9D00010000".
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application/1/device/60c5a8fffe75404b/rx
# 15

10-08-2020 17:49:55.64195585 QoS 0
{"applicationID":"1","applicationName": "RAK7431_RS485","devEUI" :"60c5a8fffe7

5404b" , "deviceName": "RAK7431_1","timestamp" :1597070995, "fCnt":6," fPort":129,
"data":"9D00010000", "data_encode":"hexstring"}

Payload decoded by  Plain Text Decoder v

Figure 36: Received Data

LORA configuration default values:
DATARATE TXPOWER CONFIRM RETRY ADR_ENABIE DUTYCYCLE_ENABLE

0-DR_O 19 -19dBm 1 - open 3 times 1 - open 0 —close

Read the DTU Configuration

Downlink instruction message format:

DTU_CMD MSER MDATA_LEN MDATA
0x08 2Byte 2Byte OByte
Publish topic:

Application/1/device/60c5a8fffe75404b/tx

Content:

{

"confirmed":true,
"fPort":129,

"data":"0800010000"
b
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@ MQTTfx-1.7.1 — O X

File  Extras Help

‘ Disconnect “o
m Subscribe  Scripts Broker Status Log

»  application/1/device/60c5a8fffe75404b/tx v W W QoS 1 Qo$2 Retained w

{

"confirmed":true,
"fPort":129,
"data":"0800010000"
]

Figure 37: Publish message for reading the DTU configuration

Uplink data message format when execution successful:

DTU_CMD MSER MDATA_LEN MDATA

POLL POLL BUS
ENABLE PERIOD TIMEOUT

RETRY RS485
0x88 2Byte 2Byte
1Byte 4Byte 1Byte 1Byte 1Byte

e« POLL ENABLE: Enables scheduled polling, O - off, 1 - on

« POLL PERIOD: Polling period, in seconds

» BUS TIMEOUT: Bus timeout. The unit is seconds

 RETRY: Number of retries after bus timeout. O - turn off retry function
* RS485: 485 bus parameters

Open the MQTT subscription bar to see the upstream message "8800010000800000003C010050" to read the DTU
configuration according to the successful upstream message format above.

application/1/device/60c5a8fffe75404b/rx
#

10-08-2020 17:44:30.63870805 QoS0

{"applicationID":"1","applicationName"”:"RAK7431_RS485","devEUI" :"60c5a8fffe7
5404b" ,"deviceName" : "RAK7431_1", "timestamp" :1597070670,"fCnt":4," fPort":129,
"data":"88000100080100000064010050" , "data_encode": "hexstring"}

Payload decoded by  Plain Text Decoder v

Figure 38: Received message with current DTU configuration

Change the DTU POLL configuration
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Downlink instruction message format:

DTU_CMD MSER MDATA_LEN MDATA
POLL POLL B
© © us RETRY RS485
ENABLE PERIOD TIMEOUT
0x09 2Byte 2Byte
1Byte 4Byte 1Byte 1Byte 1Byte
Publish topic:

Application/1/device/60c5a8fffe75404b/tx

Content:

{

"confirmed":true,
"fPort":129,

"data":"09000100080100000E100106050"
}

» The above command changes the polling period to only 1 hour.

@ MQTTfx - 1.7.1 — O *

File Extras Help

‘ Disconnect “o
m Subscribe  Scripts Broker Status Log

»  application/1/device/60c5a8fffe/5404b/tx v W w QoS 1 QoS 2 Retained o
{

"confirmed":true,

"fPort":129,

"data":"092000100080100000E10010050"
]

Figure 39: Publish message for change the DTU configuration

Uplink data message format when execution successful:

DTU_CMD MSER MDATA_LEN MDATA

0x89 2Byte 2Byte OByte

» Open the MQTT subscription bar to see the upstream message for successful execution: "8900010000".
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application/1/device/60c5a8fffe75404b/rx
# 12

10-08-2020 17:45:20.63920352 QoS0

{"applicationID":"1","applicationName": "RAK7431_RS485", "devEUI" :"60c5a8fffe7
5404b" , "deviceName": "RAK7431_1","timestamp" :1597070720, "fCnt":5,"fPort":129,
"data":"8900010000", "data_encode":"hexstring"}

Payload decoded by Plain Text Decoder v

Figure 40: Received confirmation message

Reset the default DTU Configuration

Publish topic:

Application/1/device/60c5a8fffe75404b/tx

Content:

{

"confirmed":true,
"fPort":129,

"data":"1E00010000"
b

@ MQTT.f- 1.7.1 — O X

File  Extras Help

‘ Disconnect “o
m Subscribe  Scripts Broker Status Log

»  application/1/device/60c5a8fffe75404b/tx v w ‘-.d QoS1 QoS2 Retained o

{

“confirmed":true,

"fPort":129,
"data":"1E00010000"
}

Figure 41: Publish reset the default DTU configuration

e Open the MQTT subscription bar to see the upstream message for successful execution: "9E00010000".
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application/1/device/60c5a8fffe75404b/rx
# 18

10-08-2020 17:50:28.64228487 QoS50

{"applicationID":"1","applicationName":"RAK7431_RS485","devEUI" :"60c5a8fffe7
5404b" ,"deviceName": "RAK7431_1","timestamp" :1597071028, "fCnt":7,"fPort":129,
"data":"9E00010000", "data_encode":"hexstring"}

Payload decoded by  Plain Text Decoder v

Figure 42: Received Data

DTU Configure the initial value:
POLL_ENABLE POLL_PERIOD BUS_TIMEOUT RS485

1-on 3600 seconds 1 second OxEO

Connecting to the Helium Network

Helium has quickly become the most widespread LPWAN communal network with more than 27,000 devices
deployed globally. All the RAKwireless node products are compatible with it and the process of adding a device to

the network is intuitive and straightforward.

This section will focus on giving a brief guide on how to connect the RAK7431 to the network console, assuming

that there is a Helium Hotspot within range.

Log in or create your account in the Helium console page


https://www.helium.com/console
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Mine Stake Use HNT Technology Docs Explorer Ecosystem @

Helium Console

Whether rapid prototyping or building production
applications, only Helium Console allows loT developers
to fully harness the power of the world’s first peer-to-
peer wireless network.

Login or register for a FREE Account

Welcome to
Helium Console

C

Console Overview

Helium Console combines powerful management tools with network server
capabilities to accelerate moving data from loT devices to the Internet
over The People’s Network. With Console, developers can provision and
manage devices, monitor data activity, and manage connectivity costs. For
flexibility, the Console is built on an extensible set of REST APIs.

Figure 43: Helium Console

Once registered/logged in, you will end up at the home page where you can see your function tree on the left and

your DC balance at the top, as well as several useful links.

{@ Q Search Console.. sarakwireless.com

Devices
Integrations
Labels
Helium Console
Organizations
Harness the power of the world's first
Users N o
peer-to-peer wire network
Data Credits
Flows (Beta) Show this Welcome Screen every time I log in
£ Get Started with Console B Developer Resources
Add and Manage Devices for the Helium Network » View Documentation and Tutorials >
Set up an Integration to send and receive d ata b Watch our How-to Videos ¥

Add and Manage Labels to organize your devices » Join our Community Discord Channel »

Read our Engineering Update Blog »

Apply Functions to your d

Invite other Users to your Console Organization »

& V181

Figure 44: Helium console home screen

Go to the Devices section in the function tree. If this is your first time doing this, there will be no devices registered.

Click the + Add Device button to get started.
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{2 QO searchConsole... 1 s@rakwireless.com

I Devices " Devices

Integrations

Labels
“ >

Functions

Orgarnizations
Users

No Devices

Flows (Beta)

You haven't added any devices yet.
-+ Import Devices -+ Add Device

Devices can be added 1o the Helium network.

More details about adding devices can be found here,

Figure 45: Devices section

A window will pop up with a set of a field containing the device parameters required for its registration.

Add a New Device

Name RAK7431

DevEUl 66E4769D55 8/ 8 Bytes
AppEUI | OD19EB6&95D 8/ 8 Bytes
AppKey @ 37D206C31DF3A4A016EF28AA3B 16/ 16 Bytes

Attach a Label (Optional)

Figure 46: Adding a new device

Fill in a name of your choosing. The Dev EUI, App EUI, and App Key will have random values generated for you
by default. Press the eye icon to reveal the values. You can manually replace them with values of your own. For
this tutorial, use the default values. Press the Submit button, and you are done.

P
{& Q sSearch Console... @rakwireless.com

Devices + Import Devices

Devices can be added to the Helium network. Tell me more about adding devices

I Devices

Integrations

L 1 Devices Edit Columns 10 results Quick Action
“ ’

Functions

Device ) A Frame Frame Packets DC Date

Device EUI Labels Integrations .
Organizations Name Up Down Transferred Used Activated
Users
Apr 20,
66E4769D55 None 0 0 2021 11:48

Data Credits AM

Flows (Beta)

Figure 47: Helium devices
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Now, your RAK7431 is registered and is awaiting activation. For this to happen, you need to import the Dev EUI,
App EUI, and App Key in the RAK7431 using the RAK Serial Port Tool

Open the tool, select the desired port (default baud rate) and open it. Then start importing your settings.

Configure your LoRa band and activation mode. This tutorial will be using the EU868 band and OTAA (the only
option available for now with Helium) with device class A (default one, does not need configuring).

» Regional band, device class, and activation mode setting

at+joinmode=0TAA

at+region=EU868

o Enter the Dev Ul

Use the command below by replacing the XXXX with your Device EUI from the Helium console:

at+deveui=XXXX

» Enter the App EUI

The same as with the Device EUI, replace the XXXX with your value:

at+appeui=XXXX

e Enter App Key

Finally, fill in the App key with the following command:

at+appkey=XXXX

» Join Network
Run the following AT command in order for the node to join the network.

Once the procedure is initiated and successfully complete, you will have a notification in the serial console.

at+restart



https://downloads.rakwireless.com/en/LoRa/Tools/RAK_SERIAL_PORT_TOOL_V1.2.1.zip
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B RAK SERIAL PORT TOOL — O bt
Command
’ RAK CDM: BaudRate@ m O 07 |at+version |
RECEIVING CLEAR RECV O 02 |at+get_config=device:status |
EVEMNT:0:STARTUP O 02 |at+set_config=device:sleep:0 |
SYSLOG::0OTAA Join Request O 04 |at+set_config=devicerestart |
SYSLOG:4:OTAA Join Success OO 05 |at+set config=device:gps:1
EVENT:1:JOIN_NETWORK O 06 |at+set config=lorawork mode:0
SYSLOG::LoRa Tx: OO 07 |at+set config=lorajoin_mode:D
[0 02 |at+set config=lora:class:0
O 09 |at+set config=lorarregion:EUS68
O 70 |at+set_config=lora:confirm:1
[0 77 |at+set_config=lora:ch_mask:0:0
O 72 |at+set_config=lora:dev_eui:
[ 72 |at+set config=lora:app_eui:
[ 4 |at+set config=lora:app_key:
[ 75 |at+set config=lora:dev_addr:
[ 76 |at+set_config=lora:nwks_key:
[0 77 |at+set config=lora:apps_key:
O 18 |at+set_config=lora:send_interval:
SENDING(With \Ain) O 19 |at+get_config=lora:status
at+restart M 20 |at+get_config=lora:channel
O all/None
Time 00:00:00 | PASS: 0 |FAIL: 0 | SW Version: V1.2.1 | Make:2018-12-24 20.4.2021 r. 11:5%:51

Figure 48: RAK7431 EUIs and key

If you take a look at the Helium console, you will also see the join request packets both in the graph and event log.

Your node is now a part of the Helium Network.

{) Q search Console TEEOEERATT
x Real Time Packets
Devices
Integrations @ Live Data
Labels B
4 ’

Functions 0
Organizations 20
Users -40
Data Credits 2 60

2
Flows (Beta) w0

-100
-120
0s -30s -60s 805 1205 1505 -180s 2105 2405 -270s -300s
Time Past in Seconds
Event Log Expand All Show Dropped Uplinks: Late Inactive Device Export JSON
Frame Count Type Time
+ Join Accept Apr 20,2021 11:37:15.157 AM
£ vi181 + Join Request Apr 20,2021 11:37:13.157 AM

Figure 49: Helium console live device data

Connecting to The Things Network V3 (TTNv3)

At The Things Conference 2021, it was announced that The Things Network is upgrading to The Things Stack v3.
In this section, it will be shown how to connect RAK7431 WisNode Bridge Serial to The Things Stack. To login into
the TTNv3, head on here[7 . If you already have a TTN account, you can use your The Things ID credentials to log
in.


https://eu1.cloud.thethings.network/console

\‘::;';\\ RAK® Documentation Center

‘% THE THINGS m THE THINGS STACK
NETWORK Community Edition

The Things Network
Account

| @  Please login to continue

Login with The Things 1D
Login using credentials

Everything you need to build enterprise grade, private LoRaWAN networks - The Things Industries

Figure 50: The Things Stack Home Page

. THE THINGS THE THINGS STACK - i licatic - 2 izatic = .
‘ NETWORK m Gommunity Edition %5 Overview [ Applications o Gateways &% Organizations @ eul community RAKwireless

Welcome to the Console!

Get started right away by creating an application or registering a gateway.

Need help? Have a look at our @ Documentation @ or Get Support &.

D)

Create an application Register a gateway

Version info Component status

Figure 51: Console Page after successful login

NOTE

To be able to connect RAK7431 WisNode Bridge Serial to TTNv3 you should already have connected a
gateway in range to TTNv2 or TTNv3, or you have to be sure that you are in the range of a public gateway.

Adding an application

NOTE

This tutorial is for EU868 Frequency band.

1. To create an application, choose Create an application (for new users that do not already have created
applications) or Go to applications > + Add application (for users that have created applications before).
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S - i - s i 7
Ay [ THmes m HANTInAS SrAck B3 Overview [ Applications o Gateways &% Organizations @ eul Community & RAKwireless ~

Add application

Owner”

RAKwireless

Application ID*

my-new-application

Application name

My new application
Description

Description for my new application

4
Optional application description; can also be used to save notes about the application

Create application

Everything you need to build enterprise grade, private LoRaWAN networks - The Things Industries v3.11.3 Documentation @ [l NCEEnS

Figure 52: Create an application page

2. Fill in the needed information:

« Owner Automatically filled by The Things Stack, based on your account or created Organization.

« Application ID - This will be the unique ID of your application in the Network. Note that the ID must contain only
lowercase letters, numbers, and dashes (-).

« Application name (optional) - This is the name of your application.

» Description (optional) — Description of your application. Optional application description; can also be used to
save notes about the application.

3. After you fill in the information, click Create application. If everything is filled in correctly, you will see the same
page, as shown in Figure 53.

S THE THINGS THE THINGS STACK = s - s .
Al v ines SRR D nies mach 53 Overview [ Applications o Gateways 2% Organizations

‘ RéKwireless ~

Applications > Rakwireless Test Application
O Rakwireless Test Applicati...

m Rakwireless Test Application

83 Overview ID: raktest-application

A Enddevices

A OEnddevices 2% 1Collaborator  ©w 0 APIkeys Creatad 2 seconds ago
@ Livedata
General information * Live data Seeall activity =
<> Payload formatters v
Application ID raktest-application ®
J. Integrations v
Created at Mar 8, 2021 12:22:21
&5 Collaborators Waiting for events from raktest-application...
Last updated at Mar 8, 2021 12:22:21

©v APIkeys

£ General settings

End devices (0} Q SearchbyID + Add end device

LIS Name & Deveul JoinEU! Created &

Noitems found

< Hide sidebar

Everything you need to build enterprise grade, private LoRaWAN networks - The Things Industries v3.11.1 Documentation @ [ NCEEIILLE

Figure 53: Application Overview

Registering and Configuring the Device In OTAA Mode
Registering the Device in OTAA Mode

1. From the Application Overview page, click on + Add end device.
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S\ THE THINGS THE THINGS STACK 5 Applic : = i
F LT m QU Eins e 5§ overview  [J Applications  oj Gateways % Organizations

Applications » Rakwireless Test Application > End devices > Register from The LoRaWAN Device Repository
O Rakwireless Test Applicati...

Register end device

B3 Overview

End devices
-~ From The LoRaWAN Device Repository  Manually

@ Livedata
1. Select the end device
<> Payload formatters v
Brand”
J. Integrations v
Type tosearch...

&% Collaborators

Cannot find your exact end d Get help here and try manual device registratior

©v APlkeys

¥ General settings

2. Enter registration data

Please choose an end device first to proceed with entering registration data

< Hide sidebar

Everything you need to build enterprise grade, private LoRaWAN networks - The Things Industries

Figure 54: Adding a device in OTAA mode

‘ RAKwireless ¥

v3.11.2 Documentation & |7 ReRgT e

2. Below the Register end device heading you can find two options for registering a device. Since RAK7431

WisNode Bridge Serial is part of The LoRaWAN Device Repository, you can register it From The LoRaWAN

Repository option. In the Brand dropdown menu find and select RAKwireless Technology Co. and a Model

field will pop up next to it. In it choose RAK7431 WisNode Bridge Serial.

S THE THINGS THE THINGS STACK = 7 ol < i farr
Al T SR [ nins s 53 Overview [ Applications o Gateways 2% Organizations

Applications > Rakwireless Test Application » End devices > Register from The LoRaWAN Device Repository
O Rakwireless Test Application

Register end device

23 overview

A Enddevices
From The LoRaWAN Device Repository  Manually

@ Livedata

1. Select the end device
<> Payload formatters v

Brand Model * Hardware Ver.* Firmware Ver. * Profile (Region) *
J. Integrations v

RAKwireless Technology. . RAK7431 WisNode Bridg... 10 120 Select...

&% Collaborators
cannot find your exact end device? Get help here and try manual device registration.

O APl keys

L2 General settings

2. Enter registration data

Please choose an end device first to proceed with entering registration data

< Hide sidebar

Everything you need to build enterprise grade, private LoRaWAN networks - The Things Industries

Figure 55: Choosing the device

3. After choosing the device, three more fields will pop up.

« Hardware Ver. — Version of the hardware. This is the only option, so leave it as default.
« Firmware Ver. — Version of the firmware. This is the only option, so leave it as default.
» Profile (Region) — Here the region is chosen.

NOTE

For this example, the EU_863_870 is chosen.

v3.11.2 Documentation B3 [l RN

4. Next, an Enter registration data heading will pop up below. Scroll down to enter the required data for the

device.
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Brand” Model* HardwareVer.”  FirmwareVer.”  Profile (Region) *
O Rakwireless Test Application RAKwireless Technology. .. RAK7431 WisNode Bridg. . 10 120 EU_863_870 ~
25 Overview RAK7431 WisNode Bridge Serial

MACVL0.3, PHYV1.0.3 REV A, Over the air activation (OTAA), Class C

A End devicss
RAK7431 Wisode Bridge Serial is an RS455 to LoRalWAN converter designed for industrisl
M Livedats lications. The devi using the LoRaWAN f

<> Payload formatters v
Product website @

7, Integrations -

&% Collaborators

O APlkeys

2. Enter registration data

£ General settings Frequency plan @*

AppEUID*

The AppEUI uniquely identifies the owner of the end device. If no AppEUI is provided by the devies manufacturer (usually for development), it can be filled with zeros.

DevEUID*

The DevEUl is the unique identifier for this end device

AppKey ©*
-

end device and the application

End device ID*

After registration
© View registered end device

Register another end device of this type

< Hide sidebar Register end device

Figure 56: Registration Data

5. Here you must enter the following information:

« Frequency plan — Note: For this example, we will choose Europe 863-870 MHz (SF9 for RX2 - recommended).

e AppEUI - The AppEUI uniquely identifies the owner of the end device. It is provided by the device manufacturer.
To get the AppEUI, connect your device via USB cable to your computer. Open RAK Serial Port Tool, choose the
correct COM port and BaudRate and run the following command:

AT+APPEUI

& RAK SERIAL PORT TOOL — m] s
Command

@ RAK com:[comzr -] BaudRate: 15200 - 0 01 [atsversion

RECEIVING CLEAR RECV O 02 |at+get_config=device:status

(0DEE6D28BB46EB17 O 0% |at+set_config=deviceisleep:0

OK O 04 |at+set config=deviceirestart

O 05 |at+set_config=device:gps:1

O 05 |at+set config=lora:wark mode:0

O 07 |at+set_config=lorajoin_mode:0

O 02 |at+set config=lora:class:0

O 09 |at+set_config=lora:region:EUS63

O 10 |at+set config=lora:confirm:1

m} at+set_config=lora:ch_mask:0:0

O 12 |at+set config=lora:dev_eui:

O 7% |at+set_config=lora:app_eui:

O 14 |at+set config=lora:app_key:

O 75 |at+set_config=lora:dev_addr:

O 16 |at+set config=lora:nwks_key:

O 17 |at+set_config=lora:apps_key:

O 17 |at+set config=lora:send_interval:

SENDING(With \rn) O 19 |at+get_config=lora:status

AT+APPEUL bl 70 |at+get_config=lora:channel

Time 00:00:00 | PASS: 0 |FAIL: 0 | SW_Version: V1.2.1 | Make:2018-12-24 16.3.2021 r. 13:23:12

Figure 57: AppEUI of the device

» DevEUI - The DevEUI is the unique identifier for this end device. It is provided by the manufacturer and is
printed on the label on the back of the device.
o AppKey - The root key to deriving session keys to secure communication between the end device and the

e
application. AppKey can be generated by clicking the Generate button <.
» End device ID — The End device ID is automatically filled based on the DevEUI. It can be changed. Note that

the end device ID must contain only lowercase letters, numbers, and dashes (-).
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NOTE

If you are going to register more than one device of this type, you can choose the option Register another
end device of this type and be transferred to the same page to register the next device.

6. After filling in the registration information, click Register end device.

Configuring the Device in OTAA Mode

1. For configuring the node you will need the following three parameters: Device EUI, Application EUI, and
Application Key. You can see them all in the Device Overview page, but since the two EUI's come with the
device, you only need the Application Key from there.

M METamos gy TG stao 5 Ovenview [ Applications o3 Gateways & Organizations RAKwireless ~

Applications > Ralkwireless Test Application > End devices > rak7431
O Rakwireless Test Application
I3 Overview
A End devices
0 Live dato ota  Messaging  Location  Payload formatters  Claiming  General seftings

<> Payload formatters ~

. Integrations ~ rak7a3l L]

2% Collaborators This end device has no description

O APlkeys Created at Mar 11,2021 14:53:38

General settings
B

78 B3 06 7E DO €3 C8 €8 o W

98 10 EE 24 C5 E1 85 EQ o w

AppHey e e B ©

Figure 58: OTAA device parameters

2. Using the RAK Serial Port Tool, set the join mode, device class, and your LoRaWAN region to your correct
frequency band, with the following set of AT commands:

e For the join mode (OTAA)

AT+JOINMODE=0TAA

« For the class (Supported classes are: Class A, Class B and Class C. Remember for different classes to change
the command with the correct letter, for example for Class B it will be AT+CLASS=B, in this case it is Class A.)

AT+CLASS=A

» For the region (Remember to replace the frequency band with the one for your LoRaWAN region. Check here
for your frequency plan.)

AT+REGION=EU868
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& RAK SERIAL PORT TOOL

O X

Command
@ RAK cov:[covzs -] saudRater 15200 BEX - oerion
RECEIVING CLEAR RECV O at+get_config=devicestatus
OK O at+set config=device:sleep:0
EUB68 O at+set_config=devicerestart
OK O at+set_config=device:gps:1
oK O at+set_config=loramwork_mode:0
OTAA O at+set_config=lora;join_mode:0
oK O at+set_config=lora:class:0
OK O at+set_config=lora:region:EU868
A ] at+set_config=lora:confirm:1
OK O at+set_config=lora:ch_mask:0:0
] at+set_config=lora:dev_eui:
O at+set_config=lora:app_eui:
O 4 y=lorazapp_key:60FEEO7SABDOC3 10827 DA4AE 164B0ES
O at+set_config=lora:dev_addn:
] at+set_config=laramnwks_key:
O at+set_config=lora:apps_key:
O at+set_config=lora:send_interval:
SENDING(With \r\n) O at+get_config=loraistatus
AT +CLASS =] at+get_config=lora:channel
O All/None

Time 00:00:00 | PASS: O |FAIL: 0 | SW Version: V1.2.1 | Make:2018-12-24 11.3.2021 r. 15:26:20

Figure 59: Setting up the RAK7431 WisNode Bridge Serial operation modes

NOTE

The following tutorial is based on using the EU868 frequency band.

3. Now that those parameters are set, enter the App Key, using the command below. Remember to replace the
"XXXX" with the corresponding parameter value for your particular case.

AT+APPKEY=XXXX

& RAK SERIAL PORT TOOL - m] x
Command

@ RAK com:[comz: -] BaudRate: 115200 EXE oo oo

RECEIVING CLEAR RECV O at+get_config=device:status

oK O at+set_config=device:sleep:0

O at+set_config=devicerestart

O at+set_config=deviceigps:1

O at+set_config=lorawork_mode:0

O at+set_config=loraijoin_mode:0

] at+set_config=lora:class:0

O at+set_config=lora:region:EU868

O at+set_config=lora:confirm:1

O at+set_config=lora:ch_mask:0:0

O at+set_config=lora:dev_eui:

O at+set config=lora:app_eui:

O 4 [j=lora:app_key:60FEEO7SABDOC3 110827 DA4AE164B0ES

O at+set_config=lora:dev_addr:

O at+set_config=lorainwks_key:

O at+set_config=lora:apps_key:

O at+set_config=lora:send_interval:

SENDING (With \rin) O at+get_config=lora:status

at+appkey = 60FEE07SABDOC311D827DA4AE 164BDES b 20 |at+get config=lora:channel

O All/None

Time 00:00:00 | PASS: O |FAIL: 0 | SW Version: V1.2.1 | Make:2018-12-24 11.3.2021 r. 15:31:17

Figure 60: Setting up the RAK7431 WisNode Bridge Serial OTAA parameters

4. To connect to the LoRaWAN Network after configuration, the device must be restarted. Restart it with the
command:

AT+RESTART
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& RAK SERIAL PORT TOOL — O x
Command
’ RAK com:[comzs -] Baudrate: 115200 | BRI O o lovemraion
RECEIVING CLEAR RECV O 02 |at+get_config=device:status

OK 0% |at+set_config=device:sleep:0
EVENT:6:RESTART 04 |at+set_config=devicerrestart
EVENT:0:STARTUP » |at+set_config=deviceigpsi1

SYSLOG:4:0TAA Join Reqguest
SYSLOG:4:OTAA Join Success
EVENT:1T:JOIN_NETWORK
SYSLOG:4:LoRa T :

at+set_config=lorawork mode:0

at+set_config=lorajoin_mode:0

at+set_config=lora:class:0

! |at+set_config=lorairegion:EL868

10 |at+set_config=lora:confirm:1

at+set_config=loraich_mask::0

ra

at+set_config=lora:dev_eui:

13 |at+set_config=loraiapp_eui:

14 3=lora:app_key:60FEE07SABDOC311D827DA4AE164B0ES

' |at+set_config=lora:dev_addr:

at+set_config=lorainwks_key:

7 |at+set config=lora:apps_key:

@

at+set_config=lora:send_interval:

o

SENDING(With \r\n) ! |at+get_config=lora:status

at+restart U |at+get_config=loraichannel
O All/None

Time 00:00:00 | PASS: 0 |FAIL 0 | SW _Version: V1.2.1 | Make:2018-12-24 11.3.2021 r. 15:32:53

0000 O0ooDOoooooooooaa
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Figure 61: Joining the network confirmation

You can see in the Live data feed that the RAK7431 WisNode Bridge Serial is successfully joined.

Al T Dot % Owniew D Applictions o Gateways & Orgorizations § e -

Applications > Rakvireless TestApplication > End devices 5 rak7431 > Livedata

O Rakwireless Test Application

rak7431
55 Overview 1D: rak7as1
& Enddevices ® Lastseen 1minuteage M1 Lnja Created 41 minutes ago
@ Livedata Overview  Livedsts  Messaging  Location  Payload formatters  Claiming  General settings
<> Payload formatters ~ Time Type Data preview 11 Pause W Clear
“
J. Integrations v Link ADR xequest enqueusd 26 08 aE 45

Device status Tequest enqueued 26 08 4E 45

2% Collaborators

26 08 4E 45

Successfully scheduled data downlink _

O APlkeys

Schedule data domlink for tTansmissi_ 26 08 4E 45

£ General seftings.

Forward data message to Application S_ 260B4E45 | MAC payload: 17 = SNR: 8.8 RSSI: -37 Bandwidth: 125660

Forward uplink data message 260B4E45 | MAC payload: 1C SWR: 8.8 RSSI: -37 Bancwidth: 125080

Receive uplink data message 26 08 4E 45

Successfully processed data message 260B4E45 | FCmt: 1 MAC payload: 17 | Bandwidth: 125008 SNR Raw payload: 48 45 4E 86 26 80 81 00 00 17 66 F3 89 FE
Device time answer enqueued 26 08 4E 45

Device time Tequest received 26 08 4E 45

Drop data message Uplink is a duplicate

Receive data message 260B4E45 | FCnt: 1 MAC payload: 17 | Bandwidth: 125009 SNR: -45 Raw payload: | 4045 4E OB 26 56 61 00 6 17 66 F3 BO FE

Drop data message Uplink is a duplicate

260B4E45 | Fat: 1

Receive data message Dev MAC payload: |17 | Bandwidth: 125009 SNR: ayload: 4045 4E OB 26 80 61 00 60 17 66 F3 BO FE

Dzop data message Uplink is a duplicate

Receive data message 260B4E45 | FCmt: 1 MAC paylead: 17 inidth: 125000 SNR: - 121 Rew payload: | 4045 4 0B 26 50 01 60 60 17 66 F3 80 FE

< Hide sidebar

260B4E45 | Fnt: 1

Receive data message MAC payload: |17 | Bandwidth: 126000 SNR: -37 R

ayload: 4045 4E OB 26 80 €1 00 00 17 &6 F3 B0 FE

Figure 62: Receiving data in the Live data feed
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