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1. Introduction
1.1 What is LWL04 LoRaWAN Water Leak Sensor

The Dragino LWL04 is a LoRaWAN Water Leak Sensor. When there is water between the bottom 3 metal
posts, the LWL04 indicates a water leak event and uplink to 10T server via LoORaWAN network.

The Dragino LWL04 does not need to be fixed, only placed on the ground. The bottom three metal columns can
adjust the height. Only when there is water between the three metal columns, it will cause a short circuit alarm.

LWLO4 can be activated from the bottom of the housing with a magnet, and the light will indicate when the magnet
is close. Its main unit has a sealing ring, which can achieve IP65 waterproof.

LWLO04 is powered by CR123A non-rechargeable battery and target for long time use, these batteries can
provide about 16,000 ~ 70,000 uplink packets, which result in 2 ~ 10 years battery life. After battery running out,
user can easily open the enclosure and replace with CR123A batteries.

The LWLO04 will send periodically data every day as well as for each water leak event. It also counts the water
leak times and calculate last water leak duration. User can also disable the uplink for each water leak event,
instead, device can count each event and uplink periodically.

Each LWLO04 is pre-load with a set of unique keys for LoRaWAN registration, register these keys to LoRaWAN
server and it will auto connect after power on.

1.2 Features

* LoRaWAN Class Av1.0.3

 Frequency Bands: CN470/EU433/KR920/US915/EU868/AS923/AU915/IN865/RU8B6G4
» Water Leak detect

» Support wireless OTA update firmware

» Downlink to change configure

 Uplink on periodically and water leak event

+ CR123A 1500mAh Battery

 IP65 waterproof
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1.3 Storage & Operation Temperature

Support operating temperature -40°C~+85°C, but the extreme temperature will have a certain impact on the
battery discharge life.

Note: Storage and operation temperature depends on the battery type, this manual LWL04 shipped original
battery as an example, see CR123A RAMWAY BATTERY.

1.4 Applications

* Smart Factory
» Smart Buildings & Home Automation

1.5 Sleep mode and working mode

Deep Sleep Mode: Sensor doesn't have any LoRaWAN activate. This mode is used for storage and shipping to
save battery life.

Working Mode: In this mode, Sensor will work as LoRaWAN Sensor to Join LoRaWAN network and send out
sensor data to server. Between each sampling/tx/rx periodically, sensor will be in IDLE mode), in IDLE mode, sensor
has the same power consumption as Deep Sleep mode.

1.6. Power ON LWLO04

The LWLO04 is shipped in a battery-mounted condition and the user can activate the LWL04 by simply placing the
magnet at the bottom center of the LWL04 for more than 3 seconds.

When the user uses the magnet to get close to the bottom center of the LWL04, the green light is on to indicate
successful sensing. Keeping the magnet position still for 3 seconds, the green light is always on for 3 seconds, then
the green light blinks rapidly for 5 times, the node activation is successful. Please refer to Magnet action & LEDs for
specific LED indication status.

Example diagram of LWL04 activation operation ( Soft magnet operation on the bottom of the node & LED status
on the front of the node) :

— —
- R —

© Black round soft agnet '
= (shipped with LWL04)

A magnet is used in the bottom center of the
housing to trigger the magnetic induction
action and the LED lights up green.

The magnet is positioned close to the bottom center
of the LWL0O4 housing, triggering the magnetic induction
action.

1.7 Magnet action & LEDs
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When the magnet is near the bottom center position of LWL04, the green light indicates that the magnet is
successfully induced.

Magne action Funcn—————JActon |

Hold magnet induction between 1s <time<  Send an uplink If sensor is already Joined to LoRaWAN network, sensor will
3s send an uplink packet, blue led will blink once.
Hold magnet induction for more than 3s Active Device Green led will fast blink 5 times, device will enter OTA mode

for 3 seconds. And then start to JOIN LoRaWAN network.
Green led will solidly turn on for 5 seconds after joined in
network.

Quickly activate magnet induction 5 times Deactivate Device Red led will solid on for 5 seconds. Means device is in Deep
Sleep Mode.

1.8 Pin Definitions

1.9 Mechanical
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1.2.3 for water immersion conductive hardware
(4mm water level alarm, height adjustable)

A

1®

Mo

oF OF

ABCDEF is stainless steel screw hole
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2. Configure LWLO04 to connect to LoRaWAN
network

2.1 How it works?

The LWLO04 is configured as LoRaWAN OTAA Class A mode by default. It has OTAA keys to join LoRaWAN
network. To connect a local LoRaWAN network, you need to input the OTAA keys in the LoRaWAN loT server and
press the button to activate the LWLO04. It will automatically join the network via OTAA and start to send the sensor
value. The default uplink interval is 2 hours.

2.2 Quick guide to connect to LoRaWAN server (OTAA)

Here shows an example for how to join the TTN V3 Network. Below is the network structure, we use LG308N as
LoRaWAN gateway here.
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LWLO04 in a LoRaWAN Network

& i &> TV

LWL04_LoRaWAN LG308N
Water Leak Sensor LoRaWAN Gateway _ .
Dash Board

The LG308 is already set to connect to TTN V3 network . What we need to now is only configure the TTN V3:

Step 1: Create a device in TTN V3 with the OTAA keys from LWL04.
Each LWLO04 is shipped with a sticker with unique device EUI:

Registration Key,
Please keep it safely.

DEV EUI: AB4041C161&  win

APP EUI: AB404100C000 =01
APP KEY: 7EC8A9C917386DFCSDBF73B(H - =

User can enter this key in their LoRaWAN Server portal. Below is TTN V3 screen shot:

Create the application.

Add devices to the created Application.

Enter end device specifics manually.
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Step 2: Add decoder
In TTN, user can add a custom payload so it shows friendly reading.
Click this link to get the decoder: LWL04 decoder.

Below is TTN screen shot:

THE THINGS STACK oplications > zero > End devices > w04 > Payload formatters > Upli v v
(((‘ = [@  Applications > zero > End devices o 2 ormatters > Uplink + p4d
Home [ wioa @ Last activty 3 minutes ago = 11 up
10: w04
Q search a 98 Device overview 85 Livedata N Messaging ® Location € Payload formatters

. uplink  Downlink
« JEED

98 Application overview

Setup
& End devices

Formatter type*

Live dat
&® ° I Custom Javascript formatter I
) Payload formatters ~
rmatter code

A Integrations ~ =

2 Collaborators else
O APlIkeys

@ General settings

SIS + | 'bytes[9]<<a | bytes[10]

& Iwlo4

& ez
CHOD:count _med,

@ n22 ToCitde_intexval,
ALARM:alaxm,

@ dds75-1s WATER_LEAK_STATUS:leak_status, o . . .
WATER_LEAK_TIMES Leak_times, Replace the TTN original decoding with our decoding

< G

Test
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Test

Byte payload FRort
|MGGBBOQGBBB%66DEAFEB 2
Test decoder

Decoded test payload

Users can enter the raw payload test decoder here.

"WATER_LEAK_TIMES": O

complete uplink data

Tc f_port": 2,
“£rm_payload" ARGbeT+Y=", '

Step 3: Power on LWL04 and it will auto join to the TTN V3 network. After join success, it will start to upload
message to TTN V3 and user can see in the panel.
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[ic] pplicat [ Live data +v wv 8- - ©
Iwio4 @ Last activity 1 minute ago = T 1up/1(Nwkjdown  f¢ | =
0: 1104

98 Device overview 8= Lvedata T Messaging @ Location ©) paylozd formatters @ settings
e iew Verbose stream @ BportssisON || Pause || Cear

ad: § ALARN: *FA

5 4 BAT: 3,643, FIORARE VERSION: *2.0.0", FREQUENCY_AND: “ELRSE", SENSOR WIDEL: "WLGGA-LE", SUR BAIDE WL 3 00100 e rr o8 [ v & ea sace: srazmazs sk 0.0 e -ss

UT: | 00 FF FF FF FFFF FFFF | DevEUL: | FF FF FFFF FFFF FF 0L

UT: | 00 FF FF FF FFFFFFFF | DevEUL: | FF FF FF PR FF PR FF 0L

UT: | 00 FF FF FF FFFF FFFF | DevEUL: | FF FF FFFF FFFF FF 0L

2.3 Uplink Payload

2.3.1 Device Status, FPORT=5

Include device configure status. Once LWL04 Joined the network, it will uplink this message to the server. After
that, LWL04 will uplink Device Status every 12 hours.

Users can also use the downlink command(0x26 01) to ask LWL04 to resend this uplink. This uplink payload also
includes the DeviceTimeReq to get time.

The Payload format is as below.

Device Status (FPORT=5)

Size (bytes) 1 2 1 1 2
Value Sensor Model Firmware Version Frequency Band Sub-band BAT
Example parse in TTN:
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@  Applications > zero > End devices 04 > Live data +v Y- v

‘[‘;Y"if’]n4 @ Last activity 1 minute ago = 143 up /2 (App), 3 (Nwk) down
98 Device overview 8% Livedata N Messaging © Location ) Payload formatters & settings
Tvee DATA PREVIEW Verbose stream @ ExportasJSON | [0 Par

vz 1 Delay: 5

17

$ 17 FPort: 1 MAC payload: | A8 B1 | Rx1 Delay: 5

o 17 cad: { ALARM: "FALSE", CMOD: "SUM', LAST_WATER_LEAK DURATION: O, TDC: "VES", TIME: "2624-69-09 09:51:45", WATER_LEAK_STATUS: "NO LEAK", WATER_LEAK TIMES: O } | 040000 00 00 60 80 66 DE C

A7

v

V17

Sensor Model: For LWL04, this value is 0x36
Firmware Version: 0x0100, Means: v1.0.0 version
Frequency Band:

0x01: EU868

0x02: US915

0x03: IN865

0x04: AU915

0x05: KZ865

0x06: RU864

0x07: AS923

0x08: AS923-1

0x09: AS923-2

0x0a: AS923-3

0x0b: CN470

0x0c: EU433

0x0d: KR920

0x0e: MA869

Sub-Band:

AU915 and US915:value 0x00 ~ 0x08
CN470: value 0x0B ~ 0x0C

Other Bands: Always 0x00
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Battery Info:

Check the battery voltage.
Ex1: 0xOBE3 = 3043mV
Ex2: 0x0B49 = 2889mV

2.3.2 Sensor Configuration, FPORT=4

LWLO04 will only send this command after getting the downlink command (0x26 02) from the server.

T O R N T

Value TDC (unit: sec) Disalarm Keep status Keep time (unit: sec) Leak alarm time
Example parse in TTNv3
@  applications > zero > End devices > wio4 > Live data +v W
‘I‘;’:"i\‘_'m @ Last activity 33 seconds ago = 47 up /5 (A
98 Device overview 8 Live data N Messaging © Location ) Payload formatters

M Tvee 'DATA PREVIEW

Verbose stream @ Ewor

: { ALARM: "FALSE®, CMOD: "SUM®, LAST_WATER_LEAK_DURATION: O, TDC: "VES®, TIME: "2024-09-09 09:57:45", WATER_LEAK_STATUS: "NO LEAK®, WATER_LEAK_TIMES: O }  040000C

¢ DTSN, 6, KEEP STATIS: 0, KGE9_TINE: 0, LEAALADLTIN: 10, ToG: 128 3 6068 73 0 909000 o (T T sste: SF7Bmzs s 0.5 Rssi: <32

A5 F7 | Rx1 Dela

i { ALARM:

£, CMOD: "SUN*, LAST_WATER_LEAK_DURATION: @, TOC: “YES®, TIME: "2024-89-09 09:55:45°, WATER_LEAK_STATUS: "NO LEAK", WATER_LEAK_TIMES: © F | 048060 ¢

+ TDC: (default: 0x001C20)

Uplink interval for the Leak/No leak Event, default value is 0x001C20 which is 7200 seconds = 2 hours.

» Disalarm: (default: 0)
If Disalarm = 1, LWLO04 will only send uplink at every TDC periodically. This is normally use for pulse meter
application, in this application, there are many Leak/No leak event, and platform only care about the total number of
pulse.

If Disalarm = 0, LWLO04 will send uplink at every TDC periodically and send data on each Leak/No leak event. This
is useful for the application user need to monitor the Leak/No leak event in real-time.

Note: When Disalarm=0, a high frequently Leak/No leak event will cause lots of uplink and drain battery
very fast.
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+ Keep Status & Keep Time

Shows the configure value of Alarm Base on Timeout Feature

* Leak alarm time

Regularly update a confirm uplink when water leaks, default value is 0xOA which is 10 minutes.

2.3.3 Real-Time Open/Close Status, Uplink FPORT=2
LWLO04 will send this uplink after Device Status once join the LoRaWAN network successfully. And LWL04 will:
1. periodically send this uplink every 2 hours, this interval can be changed.

2. There is an Leak/No leak event.

Uplink Payload totals 11 bytes.

Real-Time Open/Close Status, FPORT=2
Size(bytes) 1 3 3 4

Value Status & Alarm Total leak events Last leak Unix TimeStamp
duration (unit: sec)

Status & Alarm:

Szeo) Jomsog Joe  Jor  Jor  Jow

Value Reserve Count mod TDC flag 0:No;1:Yes Alarm 0: No Alarm;1: Alarm Status 0: No leak, 1: leak
Example parse in TTNv3
@  Applications > zero > End devices > i04 > Live data +v v By mmmm@ v
Iwiod @ Lastactviy | minuteago + 19up/Swkidown | B | =
98 Device overview 8Z Livedata N Messaging @ Location ©) Payload formatters @ settings
e w Verbose stream @ ExportasISON 00 Pause () Clear

Toad: { ALARN: "FALSE", CHOD: "SUN", LAST_WATER_LEAK DURATION: ©, TOC: “YES®, TINE: "2024-69-09 69:59:45°, WATER_LEAK_STATUS: “NO LEAK", WATER_LEAK_TIMES: O } | 0200 00 0066 00 00 66 DE C7 11 ||FPort

Payload: § ALARM: "FALSE, CHOD: °SUM", LAST_WATER_LEAK_DURATION: ©, TDC: "VEST, TIME: "2024-09-09 09:57:45", WATER_LEAK_STATUS: "NO LEAK", WATER_LEAK_TINES: O } | 6400 00 00 00 60 60 66 DE C6 99_ [FPort

» Count mod:Default=0
0 : Uplink total leak times since factory

1: Uplink total leak times since last FPFORT=2 uplink.

- TDC flag

When the flag is 1, it means sending packets at normal time intervals.
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Otherwise, it is a packet sent at non-TDC time.

* Alarm

See Alarm Base on Timeout

- Status

This bit is 1 when the leak sensor is leak and 0 when it is no leak.

» Total leak events

Total pulse/counting base on leak.

Range (3 Bytes) : 0x000000 ~ OxFFFFFF . Max: 16777215
+ Last leak duration

Leak sensor last leak duration.

Unit: sec.

2.3.4 Historical Water Leak/No leak Event, FPORT=3

LWLO04 stores sensor values and users can retrieve these history values via the downlink command.

The historical payload includes one or multiplies entries and every entry has the same payload as Real-Time leak/no
leak status.

Real-Time Open/Close Status, FPORT=3

Size(bytes) 1 3 3 4

Value Status & Alarm Total leak events Last leak
duration (unit: sec)

Unix TimeStam

Status & Alarm:

TN CIE CTON [CIETTUN CTENN CTEN U N

Value Reserve Poll Message Flag Reserve Countmod TDC flag 0:No;1:Yes Alarm 0: No Alarm;1: Status 0: No leak, 1:
Alarm leak

» Each data entry is 11 bytes and has the same structure as Real-Time open/close status, to save airtime and
battery, LWL04 will send max bytes according to the current DR and Frequency bands.

For example, in the US915 band, the max payload for different DR is:
1. DRO: max is 11 bytes so one entry of data
2. DR1: max is 53 bytes so devices will upload 4 entries of data (total 44 bytes)
3. DR2: total payload includes 11 entries of data
4. DR3: total payload includes 22 entries of data.

LWLO04 doesn't have any data in the polling time. It will uplink 11 bytes of 0
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Iwlod4
: 1104

Access via serial port:

o0l 2024/9/11 ©1:42:18
0002 2024/9/11 ©1:44:18
0003 2024/9/11 01:46:18
eoe4 2024/9/11 ©1:48:18
8ee5 2024/9/11 01:56:18
Start Tx events

OK

bat:

bat:

bat:

bat:

bat:

Stop Tx events when read sensor data
2977 mod:

2977 mod:

2978 mod:

2978 mod:

2978 mod:

status

status:

status:

status:

status:

:no_leak leak_times:
no_leak leak_times:
no_leak leak_times:
no_leak leak_times:

no_leak leak_times:

e

e

e

e

e

©) Payload formatter:

last_leak_duration:
last_leak_duration:
last_leak_duration:
last_leak_duration:

last_leak_duration:

Downlink: 0x31+Start time +End time +Uplink interval(Unit: seconds)

0x31 66 EO F2 98 66 EO F4 FO 05

Uplink:

44 00 00 00 00 00 00 66 EO F2 B2 44 00 00 00 00 00 00 66 EO F3 22 44 00 00 00 00 00 00 66 EO F3 9A 44 00

00 00 00 00 00 66 EO F4 12 44 00 00 00 00 00 00 66 EO F4 8A

Parsed Value:

[COUNTMOD, TDC_FLAG,ALARM, WATER_LEAK_STATUS, WATER_LEAK_TIMES,

LAST_WATER_LEAK_DURATION, TIME]

[SUM,YES,FALSE,NO LEAK,0,0,2024-09-11 01:30:26],
[SUM,YES,FALSE,NO LEAK,0,0,2024-09-11 01:32:18],
[SUM,YES,FALSE,NO LEAK,0,0,2024-09-11 01:34:18],
[SUM,YES,FALSE,NO LEAK,0,0,2024-09-11 01:36:18],
[SUM,YES,FALSE,NO LEAK,0,0,2024-09-11 01:38:18],

2}

2]

2]

2]

2]

alarm

alarm

alarm

alarm

alarm

:false

:false

:false

:false

:false

tdc:

tdc:

tdc:

tdc:

tdc:

yes

yes

yes

yes

yes
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2.4 Datalog Feature

Datalog Feature is to ensure loT Server can get all sampling data from Sensor even if the LoRaWAN network is
down. For each sampling, LWLO04 will store the reading for future retrieving purposes.

Note:After the device is reset, in cumulative counting mode, the last stored leak count value will be
read as the initial value.

2.4.1 Unix TimeStamp

LWLO04 use Unix TimeStamp format based on

Users can get this time from the link: https://www.epochconverter.com/ :

Below is the converter example

So, we can use AT+TIMESTAMP=1726018200 or downlink 3066E0F29800 to set the current time 2021 - Jan --
29 Friday 03:03:25 2024 - September --11 Wednesday 01:30:00

2.4.2 Set Device Time

There are two ways to set the device's time:
1. Through LoRaWAN MAC Command (Default settings)
Users need to set SYNCMOD=1 to enable sync time via the MAC command.

Once LWL04 Joined the LoRaWAN network, it will send the MAC command (DeviceTimeReq) and the server
will reply with (DeviceTimeAns) to send the current time to LWLO04. If LWLO04 fails to get the time from the server,
LWLO04 will use the internal time and wait for the next time request [via Device Status (FPORT=5)].

Note: LoRaWAN Server needs to support LoRaWAN v1.0.3(MAC v1.0.3) or higher to support this MAC
command feature.

2. Manually Set Time

Users need to set SYNCMOD=0 to manual time, otherwise, the user set time will be overwritten by the time set by
the server.

2.5 Show Data in DataCake loT Server

Datacake loT platform provides a human-friendly interface to show the sensor data, once we have sensor data in
TTN V3, we can use Datacake to connect to TTN V3 and see the data in Datacake. Below are the steps:

Step 1: Link TTNv3 to Datacake.https://docs.datacake.de/lorawan/Ins/thethingsindustries#create-integration-on-
tti

Step 2: Add LWLO04 to Datacake.
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Add Device

You can add individually billed devices.

First, choose the connectivity type of your device.

@

LoRaWAN
Choose from 16 LoRaWAN networks

A
v
PARTICLE

|Gl

(]

DRAGNO

'rf\NC €

Particle
Connect your Particle devices

API
Generic AP device with support for MQTT and HTTP connectivity

Pincode Claiming
Claim an existing device by pincode

loT Creators
NB-loT and LTE-M connectivity by Deutsche Telekom

Dragino NB-loT
Connect Dragino NB-loT devices

1NCE
Connect TNCE devices
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You can add individually billed devices.

Add LoRaWAN Device

STEP 1 STEP 2 STEP 3 STEP 4
Product Network Server Devices Plan

Datacake Product

You can add devices to an existing product on Datacake, create a new empty product or start with one of the templates. Products
allow you to share the same configuration (fields, dashboard and more) between devices.

X

New Product from template Existing Product New Product
Create new product from a Add devices to an existing product Create new empty product
template

» ) P
New Product

If your device is not available as a template, you can start with an empty device. You will have to create the device definition (fields,
dashboard) and provide the payload decoder in the device’s configuration.

Product Name

LWLD4

Back
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You can add individually billed devices., <

Add LoRaWAN Device

STEP 1 STEP 2 STEP 3 STEP 4
Product Network Server Devices Plan
Network Server

Flease choose the LoRaWAN Network Server that your devices are connected to.

@ Datacake LNS AUTOMATIC SETUP
Uplinks Downlinks

Start and scale easily with a managed LNS

The Things Stack V3

i Updink: D limk
o mammes  TTN V3 / Things Industries plinks - Downlinks

Helium
@ helium Uplinks Downlinks
Use your own console

oRlo T LORIOT Uplinks Downlinks
Aowmes. ChirpStack Uplinks Downlinks
actiry  Actility Uplinks Downlinks
.@_‘- kpn KPN Uplinks Downlinks
Showing 1 to 6 of 15 results Previous MNext
\
Back Next
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Add LoRaWAN Device X
STEP 1 STEP 2 STEP 3 STEP 4
Product Network Server Devices Plan

Add Devices

Manual Import from The Things Stack

Enter one or more LoRaWAN Device EUls and the names they will have on Datacake.

New: You can now upload a CSV file with either one column (just the device's DevEUI) or two
columns (DevEUI and Name), which will populate the form below.

() Drag and drop a .csv file here or click to choose one

DEVEUI NAME

M 99 55 66 33 22 44 11 47 8bytes | LWL04

+ Add another device

N -

Step 3: Configure LWLO04 in Datacake.
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E DATACAKE

Fleet LWLO4

LWL04

Serial Number Last update
9955663322441141 Never
ER Dashboard History Downlinks Configuration Debug Rules Permissions

This device does not have a dashboard, yet. Start by activating the edit mode using the switch in the top right.

DATACAKE
Fleet LWLO4

LWL04

Serial Number Last update
FFFFFFFFFFEFFFOT  Never

Dashboard History Downlinks ) Configuration Debug Rules Permissions

General Configuration

Device name

LWLO4

Icon
No icon selected v

You can averride the defauft product icon for this device

Location description Sliding down the screen

Tags
Add

You can use tags to group and filter your devices on dashboards and in rules

Metadata

Metadata is displayed on the device overview and can be used in dashboards

Add Metadata Field
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DATACAKE

Fleet > LWLO4

LWLO04

Serial Number Last update
FFFFFFFFFFFFFFOT  Never

B8 Dashboard History Downlinks Configuration Debug Rules Permissions & Public Link

[ Desktop  [J Mobile More ¥

/
m P

+ Add widget
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LwLo4

Never

B8 Dashboard History Downlinks Configuration Debug Rules Permission:

& Public Link + Add Widget

S0 x FDx
BAT
ToC [ ]
0.00
FOx
ALARM [ ]
S0 X
WATER_LEAK_TIMES
FO X
0.00

WATER_LEAK_STATUS ]

2.6 Frequency Plans

The LWL04 uses OTAA mode and below frequency plans by default. Each frequency band use different firmware,
user update the firmware to the corresponding band for their country.

End Device Frequency Band

3. Configure LWLO04
3.1 Configure Methods

LWLO04 supports below configure method:
» AT Command via UART Connection : See UART Connection.

» LoRaWAN Downlink. Instruction for different platforms: See loT LoRaWAN Server section.

3.2 General Commands

These commands are to configure:

+ General system settings like: uplink interval.
» LoRaWAN protocol & radio related command.

They are same for all Dragino Devices which support DLWS-005 LoRaWAN Stack. These commands can be
found on the wiki:

End Device AT Commands and Downlink Command

3.3 Commands special design for LWL04
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These commands only valid for LWL04, as below:

3.3.1 Set Transmit Interval Time

Feature: Change LoRaWAN End Node Transmit Interval.
AT Command: AT+TDC

Command Example Function |
AT+TDC="? Show current transmit Interval 7200000

OK

the interval is 7200000ms = 7200s
AT+TDC=1200000 Set Transmit Interval OK

Set transmit interval to 1200000ms = 1200s

Downlink Command: 0x01
Format: Command Code (0x01) followed by 3 bytes time value.

If the downlink payload=01001C20, it means set the END Node's Transmit Interval to 0x001C20(H)=7200(D)
seconds, while type code is 01.

+ Example 1: Downlink Payload: 01001C20  // Set Transmit Interval (TDC) = 7200 seconds
» Example 2: Downlink Payload: 010004B0 /I Set Transmit Interval (TDC) = 1200 seconds

3.3.2 Set Power Output Duration

Control the output duration 5V . Before each sampling, device will

1. first enable the power output to external sensor,

2. keep it on as per duration, read sensor value and construct uplink payload
3. final, close the power output.

AT Command: AT+5VT

Command Example Funon
AT+5VT="? Show 5V open time. 0 (default)

OK
AT+5VT=1000 Close after a delay of 1000 milliseconds. OK

Downlink Command: 0x07
Format: Command Code (0x07) followed by 2 bytes.
The two bytes following the function code 0x07 set the opening time of 5V.

+ Example 1: Downlink Payload: 070000 ---> AT+5VT=0
+ Example 2: Downlink Payload: 0701F4  ---> AT+5VT=500

3.3.3 Enable / Disable Alarm

Feature: Enable/Disable Alarm for open/close event. Default value 0.

AT Command: AT+DISALARM

Command Example Funcion |
AT+DISALARM=1 End node will only send packet in TDC time. OK
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AT+DISALARM=0 End node will send packet in TDC time or status change for water leak  OK
sensor

Downlink Command: 0xA7

+ Downlink payload: 0xA7 01  // Same as AT+DISALARM=1
+ Downlink payload: 0xA7 00 // Same as AT+DISALARM=0

3.3.4 Set system time

Feature: Set system time, Unix format. See here for format detalil.

AT Command: AT+TIMESTAMP

Command Example Functin
AT+TIMESTAMP=1725957832 Set System time to 2024-09-10 08:43:52 OK

Downlink Command: 0x30

0x3066E006C800  // Set timestamp to O0x(66E006C800),Same as AT+TIMESTAMP=1725957832

3.3.5 Set Time Sync Mode

Feature: Enable/Disable Sync system time via LoRaWAN MAC Command (DeviceTimeReq), LoRaWAN server
must support v1.0.3 protocol to reply to this command.

SYNCMOD is set to 1 by default. If user wants to set a different time from the LoRaWAN server, the user needs to
set this to 0.

AT Command: AT+SYNCMOD

Command Example Fonction ]
AT+SYNCMOD=1 Enable Sync system time via LoRaWAN MAC OK

Command (DeviceTimeReq) The default is
zero time zone.

AT+SYNCMOD=1,8 Enable Sync system time via LoRaWAN MAC OK
Command (DeviceTimeReq) Set to East eight
time zone.

AT+SYNCMOD=1,-12 Enable Sync system time via LoRaWAN MAC OK

Command (DeviceTimeReq) Set to West
Twelve Time Zone.

Downlink Command: 0X28

0x28 01 // Same as AT+SYNCMOD=1
0x28 0108 // Same as AT+SYNCMOD=1,8
0x28 01 F4  // Same as AT+SYNCMOD=1,-12
0x28 00 // Same as AT+SYNCMOD=0

3.3.6 Alarm Base on Timeout

LWLO04 can monitor the timeout for a status change, this feature can be used to monitor some events such as
door opening too long etc.

User configure this feature by using:

AT Command: AT+TTRIG=AA,BB
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AA: When AA=0, the monitoring state: changes from leakage to no leakage.
When AA=1, the monitoring state: changes from no leakage to leakage.

BB: Holding time after state change.

Example:

AT+TTRIG=1,30 --> When status change from no leak to leak, and device keep in leak status for more than

30 seconds. LWLO04 will send an uplink packet, the Alarm bit (the second bit of 18t byte of payload) on this uplink
packet is set to 1.

AT+TTRIG=0,30 --> When status change from leak to no leak, and device keep in no leak status for more than

30 seconds. LWL04 will send an uplink packet, the Alarm bit (the second bit of 1 byte of payload) on this uplink
packet is set to

AT+TTRIG=0,0 --> Default Value, disable timeout Alarm.

Downlink Command: 0xA9 aa bb cc
A9: Command Type Code
aa: status to be monitored
bb cc: timeout
Example:
» Downlink payload: 0xA9 01 00 1E  --> Equal to AT+TTRIG=1,30
* Downlink payload: 0xA9 00 00 00  --> Equal to AT+TTRIG=0,0 //Disable timeout Alarm.

3.3.7 The working mode of the total water leakage event

AT Command: AT+COUNTMOD

*+ AT+COUNTMOD=0 //Default Value, Total leak events since factory.
+ AT+COUNTMOD=1 /[Total leak events since last TDC uplink.

Downlink Command: 0x0B

+ Downlink payload: 0x0B00 // Same as AT+COUNTMOD=0
+ Downlink payload: 0x0B01 // Same as AT+COUNTMOD=1

3.3.8 Regularly update a confirm uplink when water leaks

AT Command: AT+LEAKALARM

+ AT+LEAKALARM=10 --> Default Value, A periodically update at every 10 minutes when in water leak.
+ AT+LEAKALARM=0 --> Disable a periodically update when in water leak.

Downlink Command: 0x0C
Format: Command Code (0x0C) followed by 1 byte.

+ Downlink payload: 0XAC OA  // Same as AT+LEAKALARM=10
+ Downlink payload: 0xAC 00 // Same as AT+LEAKALARM=0

3.3.9 Delay time for state changes to take effectEdit

AT Command: AT+DETEDELAY
AT+DETEDELAY=50 --> Default Value, Set state change, valid signal is 50ms.
AT+DETEDELAY=0 --> Disable valid signal detection..
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Downlink Command: 0x0D aa bb
0D: Command Type Code

aa bb: timeout

Example:

+ Downlink payload: 0x0OD 00 32 // Same as AT+DETEDELAY=50
+ Downlink payload: 0x0OD 00 00  // Same as AT+DETEDELAY=0

3.3.10 Clear the leak count and the duration of the last leak

AT Command: AT+CLRC

Command Example Function ]
AT+CLRC clear the leak count and the duration of the last leak. OK

Downlink Payload: 0xA601

The sensor will clear the leak count and the duration of the last leak.

3.3.11 Set the count value of the number of leaks

AT Command: AT+SETCNT

Command Example Funion
AT+SETCNT=100 Set the leak count value to 100 OK

Downlink Payload: 0xA5
Format: Command Code (0xA5) followed by 3 bytes.
*+ 0xA5000064 //Sameas AT+SETCNT=100

4. Battery & How to replace

4.1 Battery Type and replace

LWLO04 is equipped with 1 x CR123A battery. If the batterys running low(see 2.3~2.5v in the platform). User can
buy generic CR123A battery and replace it.

Note: Make sure the direction is correct when install the CR123A battery.
Important Notice: Make sure use new CR123A battery and the battery doesn't have broken surface.

Example of CR123A battery:
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4.2 Power Consumption Analyze

Dragino battery powered products are all run in Low Power mode. User can check the guideline from this link to
calculate the estimate battery life:

Battery Info & Power Consumption Analyze .

5. OTA Firmware update

User can change firmware LWLO04 to:

» Change Frequency band/ region.
» Update with new features.
* Fix bugs.
Firmware and changelog can be downloaded from : Firmware download link

Methods to Update Firmware:

* (Recommanded way) OTA firmware update via wireless: http://wiki.dragino.com/xwiki/bin/view/Main/
Firmware%200TA%20Update%20for%20Sensors/

» Update through UART TTL interface: Instruction.

6. FAQ

7. Order Info

Part Number: LWL04-XXX
XXX:

« EUA433: frequency bands EU433
« EUB868: frequency bands EU868
+ KR920: frequency bands KR920
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CN470: frequency bands CN470
AS923: frequency bands AS923
AU915: frequency bands AU915
US915: frequency bands US915
IN865: frequency bands IN865

CN779: frequency bands CN779

8. Packing Info

Package Includes:

+ LWL04 x 1

Tag: Contains important
information

S

Dimension and weight:

+ Device Size: cm

+ Device Weight: g

» Package Size / pcs:cm
» Weight/pcs:g

9. Support

» Support is provided Monday to Friday, from 09:00 to 18:00 GMT+8. Due to different timezones we cannot

offer live support. However, your questions will be answered as soon as possible in the before-mentioned
schedule.

+ Provide as much information as possible regarding your enquiry (product models, accurately describe your
problem and steps to replicate it etc) and send a mail to Support@dragino.cc.
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& orAGIND

g DEV ADDR: 01818548
DEVELL:  AB40410001818548
WPPEUL:  JFTTADEIGBCAAE

APP KEY: 8.l

5 THE THINGS STACK
K Community Edition

B3 Overview O Applications

Add application

Owner”

davidhuang

Application ID”

Application name

Description

= Gateways

Optional application description; can also be used to save notes about the application

Create application

10: 123

A 4Enddevices A% 2 Collaborators  ©w 2 APIkeys

General information
Application 1D 123
Created at Feb 2, 2021 11:12:30
Last updated at Apr 30, 2021 11:00:33
End devices [4)
L Name &

—

* Live data
A 18:89:42

@ 10:09:42

T 18:e9:42
4 19:09:42
4 19:09:42

+ 19:09:42

1231234234
1231234234
1231234234
1231234234
1231234234

1231234234

% org:

Created 95 days ago

See all activity —
Forward data message to Application Sexver
Store upstream data message
Forward uplink data message
Receive uplink data message

Successfully processed data message

=3 Import end devices + Add end device

Created <

Drop data message
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Register end device

From The LoRaWAN Device Repository Manually

1. Select the end device

Brand” Model
Dragino Technology Co.,... [ Irypeto search... ~
Cannot find your exact end device? | LBT1 :ﬂglsi ration.
LDDS20 |
LDDS75 i

2. Enterregistrationdata | j5q;

LGT92
Please choose an end device first to 1data
LHTE5
LSEO1
LSN50-v2 il

Applications » lgto2-test » End devices » Registerfrom The LoRaWAN Device Repository

Register end device

From The LoRaWAN Device Repository Manually

1. Select the end device
Brand % * Model 3 * Hardware Ver.(®* FirmwareVer.(®*  Profile (Region)*
Dragino Technology Co.,... LWLo2 Unknown .. 1.5 AS_923
LWLo2

MAC V1.0.3, PHY V1.0.3 REV A, Over the air activation (OTAA), Class A

LoRaWAN Water Leak Sensor

Product website 1 Data sheet @
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2. Enter registration data

Frequency plan@ *

Europe 863-870 MHz (SF12 for RX2)

The frequency plan used by the end device

AppEUI @ *

cs ss ss == == == == =s| @8

The AppEUI uniquely identifies the owner of

DevEUI® *

the end device. If no AppEUI is provided by the device manufacturer (usually for dev

The DevEUI is the unique identifier for this end device

payload: 4BE202000008000001 BATV: 3.e42

AppKey @ *

TETO0 ng SOeve seaoon @)‘S TO SeCUTe ComunIcation

End device ID™

After registration

Uplink Downlink
Schedule downlink
Insert Mode

# | Replace downlink queue

Push to downlink queue (append)

FPort”

1

Payload

ice and the application

LAST_WATER_LEAK_DURATION: 1 MOD: 2 WATER_LEAK _STATUS: 1 WATER_LEAK_TIMES: 8

81 ee ee 3C

The desired payload bytes of the downlink message

Confirmed downlink

Schedule downlink

ica arada nrivata | AR3WAM natuwnrlre _ Tha Thinae Inductriac
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THE THINGS THA THINGS STACK BB Overs -] Oateways = Cepanizations '
i Ltwor: W 5§ ownien O - Gatewsys &% Ovganizations e

Choose webhook template

, s:ubidots Tago(@® |||l Akenza
Integr - It made simgle
N uqTT /

» Ubidots Datacake TagelQ Akenza Core
*r e badots Send data to Datacake T riegrate with Tagol0 Phegrate with Akents Co
" =2 2F Hions
» =
o v
* of . .
QThmgspeak Oubltro thethings.-i0
o 4P
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Applications » Igt92test > Webhooks > Add > Datacake

Add custom webhook

Template information

Datacake
Send data to Datacake via TTl adapter

About Datacake & Documentation &

Template settings

Webhook D™

Token™

Datacake APl Token

Create datacake webhook
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LUITIITA LUHTTTYUI UV Gl SSLUR.

Q All Manufacturers

Dragino LSEO1

Dragino

Dragino LT-22222-L
Dragino

Dragino LWLO1
Dragino

ESP32-Paxcounter

cyberman54 & ESPRESSIF

Elsys ELT-2
Elsys.se

“ZELSYSse

Showing 26 to 30 of 79 results Previous Next

GMT+0800

Dashboam@ Legacy Dashboard  History  Downlinks  Configuration  Debug Rules  Permissions CE

We have introduced a new and more powerful way to create dashboards. Try out the new dashboard builder by clicking the first Dashboard tab above.

Battery Voltage Door Status Last Door Open Duration
2.94V . Open OMinules
Last Update: 9 months ago Last Update: 9 months ago

Statistics Statistical Trend
0 a4
0 H

¥ Ing: 1

0

28042“ 1916 ?804?“ 23:06 29.04.21 0256 ?9042‘1 [0 NO“?" 10:36 29.04.0 1 :
[ Last Door Open Duration Il Open Door Counter
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SactallEa Tt ing [4078]ORAGIND LVLET Device

Fort IncER (o) + | [4BO]Frequency Band: AS923 wi.B
[ 43 ]0TARR
Bandrate | 116200 = | [umEn]0evEui= BRSOSNSYTFEZGUZE
ot Biks . | [we87]class type A
Lot [4BA9 ] Freq mode intra
Furity Wesa -
. Wiih]esses DpLinkCounter= @ sesss
Stop B UL Ll HI18]TX on Freq 923200000 Hr at DR 2
. | [W28]5tart to Join, method O, ab_trials:3
IV JORAGIHD LWL BT Device
[3321]Frequency Band: AS923 w10

Flow Type Hoaw

Receive Setting

Fazu]0TAR
(®) Taxt O Hex 3325 |0evEui= DOSSENSVTFEZGOZE
[ bute Zead Line 3328]class type A

3329]Freq node intra
OO vispluy Send 1

[ Display Time [3355 | swans UpLinkCounters i sesss
[3359]T% on Freq 923200000 Hz at OR 2

Send Setting [3369]5tart to Join, method O, nb_trials:3

- a7a2 Jtxbone

e O e 8742]RK on freq 923200000 Hz at OR 2

OLesp 1000 & BEN JrxTinedut

9742]RE on Freq 923200000 Hz at OR 2
18199 JrxDone

+CJOIH:OK

[ 18209 ] Joined

[10279]*sess UpLinkCOUNter= O senss

[10283]TX on freq 922800000 Hz at DR 5

[ 18352 ExDone

T11A901RE o Frea 077RAA000 Wz At NS

123056
Gl | Formard data message to Applice Addr: 2688 8C33  MAC payload: 1A DD OE 16 82 B8 20 46 E9 85 Port: 18 R: -6.8 RSSI: -128 Bandwidth: 126060
@ 10:35:52  Store upstream data message DevAddr: 26 88 8C 33
o 18:35:51  Successfully scheduled data do. DevAddr: 26 88 8C 33
W 18:35:51  Schedule data downlink for tra- DevAddr: 26888C33  #xi Delay: §
. i . ER_LEAK_DURATION: &, MOD: 2, WATER_LEAK_STATUS: 1, WATER_LEAK_TIMES: 69 } EE 62 69 B9 3C 96 6689 09 _Frort: 18
T 18:35:51 Forward wplink data message

]
“* 18:35:51 Receive uplink data message wAder: 26 8B 8C 33
A g 11 2608 08C 33 Font: 489 Port: 18 MAC pay © 1A DD BE 16 02 BB 20 456 E9 85 andwidth: 126688 SNR: -6.5
P 3 Successfully processed cata me
F] 0]

A2 Drop data sessage Uplink is a duplicate
ol T H 1 Drop data message Uplink is a duplicate
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LWLO2 in a LoRaWAN Network

LoRaWAN Server

LG308
LoRaWAN Galeway

, J_ﬁJ
I ¥
LWLO2 -
Waler Leak

8,80

A
Q@/’/

=
\G_D
3139
Am
&
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LED Indicator

S50mm

15mm

1Smm 1 I | ] Water Leak
@= Smm Detect probe
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...-""'-__-""

’ 4

50cm«<’

LED Indicator

50mm
15mm
13mm 1 I | |
Water Leak
@= Smm Detect probe
Size(bytes) | 2 1 3 3
value Status&BAT | MOD Total water leak events | Last water leak
Always:0x02 duration (unit: min)
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\

LWL02 in a LoRaWAN Network

NETWORK

LWLO2 LG308
Water Leak Sensor LoRaWAN Gateway LoRaWAN Server
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LWL02 in a LoRaWAN Network

|

|

|

f LoRaWAN THE THINGS
NETWORK

LWLO2 LG308
Water Leak Sensor LoRaWAN Gateway LoRaWAN Server

(.
[—
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. Notice: The Device UART hole is 2.0mm patch. User
* might not easy to find such cable, since only 3 wires is
needed, for temporary conneciton, use a normal dupont
cable is also fine. See below

SB TTL Adapter (base on
 CP2102/CH340/FT232.)
Baud Rate: 115200
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Method one: Fix with screws
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[}
e
-] ©
L] e
@ [ o
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LWLO04 in a LoRaWAN Network

loT Server

LWLO04_LoRaWAN LG308N :_
Water Leak Sensor LoRaWAN Gateway -

Dash Board
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. ~ Use the magnet to get closer
to the LWLO04 center
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Jr—
WO S B

Home Gateways

98 Application overview

& End devices

B Livedata

) Payload formatters. v
A Integrations ~
2 collaborators

£ pikeys

@ General settings

& Iwiod
@ Lce-Ls
@z
& ds7s-ls

@ LuTesN-Ds

@ LsNsov2

Applications > zero > End devices > hwi04 > Payload formatters > plink

Iwlo4
: 10104
98 Device overview 8% Live data

T Messaging © Location

Uplink  Downlink

Setup

Formatter type™

Custom Javascript formatter

Eormatter code

S

+v %rv @+

@ Last activity 2 minutes ago = T 1 up /1 (Nwk) dowr

©) Payload formatters. @ Settii

3
else
i

var count_mod=(bytes [6]&0x08)? PA
var tdc_interval=(bytes[0]&6xa4) 2" YES
var alamm=(bytes[8]&ex92) 2" TRU i

var leak_status=(bytes[0]50xo1) NO LEAK";

var leak_times=bytes[1]<<16 | bytes[2]<<s | bytes[i]

var leak_duration=bytes[4]<<l6 | bytes[5]<<E | byte:

var data_time= getMyDate( (bytes[7]<<24 | bytes[E](dﬁ | Tbytes(o]ced | bytes[ic]) . tostring(16));

1if(bytes.length==11)

return §

€MOD: count_nod,

TOC: tde_interval,

ALARM:alazn,

WATER_LEAK_STATUS: leak_status,
WATER_LEAK_TIMES:leak_times,
LAST_WATER_LEAK_DURATION: leak_duration,
TIMEidata_tine

i

Replace the TTN original decoder with our decoder

4 G

Test

Byte payload

Fport

Test decoder

Page 55 / 74 - last modified by Mengting Qiu on 2024/10/28 10:38



User Manual for LoRaWAN /NB -loT End Nodes -
LWLO04 -- LoRaWAN Water Leak Sensor User Manual

[CCC Jiribiad [@  Applications > zero > End devices > Iwl04 > Payload formatters > Uplink +v T
Home Gateways 'I"D”'?"m @ Last activity 3 minutes ago = T1up/
Rt
earc} arl | K 98 Device overview Live data Messaging Location Payload formatters
Qs il 02 Do p 1w ) Payload f
. uplink  Downlink
zer0
98 Application overview Setup
End devices
@ Formatter type*
8 tiedeta I Custom Javascript formatter I
) Payload formatters -
Formatter code -
A integrations v =
' A
2 Collaborators olse
var count_mod:
P Al keys var tde_intezval=:
var alamm=(bytes[0]&ex02)? " TRUE"
@ General settings var leak_status=(bytes[8]&0x81)?"LEA Li
var leak_times=bytes[1]<<16 | bytes[2]<<@ | bytes[3];
- var leak_duration=bytes(a]<cle | bytes[51ccs | bytes(s];
op end devices + var data_time= getMyDate((bytes[7]<<24 | bytes[8]<<16 | bytes[9]<<s | bytes[16]).toString(16)
£} Iniod if(bytes.lengtl )
© uceLe " return 1
CHOD: count_wod,
@ nz2 TDC:tde_interval,
ALARM:alarr
& dds7s-Is WATER_LEAK_STATUS:leak_status, L . . .
WATER_LEAK_TIMES: Leak_times, Replace the TTN original decoding with our decoding
@ LeTesnDs LAST_WATER_LEAK_DURATION: leak_duration,
TIME:data_time
) snsov2 L
Shy ks v
Test
Test
Byte payioad FPort
©4 00 00 00 BO B0 00 66 DE AF E6 2 Tost decoder I
Decoded test payload
* pay Users can enter the raw payload test decoder here.
B “ALARM"
“CMOD™: “SUM",
"LAST_WATER_LEAK_DURATION": ©,
ToC": "ves®,
"TIME" "2024-89-89 08:208:54",
"WATER_LEAK_STATUS": "NO LEAK",
"WATER_LEAK TIMES™: @
Complete uplink data
1
"f _port": 2, O
"fm_payload”: "BAAAAAAAAGbeT+V=",
"decoded_payload”: I
“ALARM": "FALSE",
"CHoD": "sun”,
"LAST_WATER_LEAK_DURATION": @,
= ;
“TIME": "2024-89-89 88:20:54",
"WATER_LEAK_STATUS": "NO LEAK", o
"WATER_LEAK_TIMES": @
v Payload is valid
[0 Leam more about p -
Save changes
@ Applications > zero > End 404 > Live data +v v By e @ v

@ Last activity 40 seconds ago = T1up/1(Nwkjdown | T¥

98 Device overview 82 Livedata M Messaging ® Location ) payload formatters @ settings

e Verbose siream ExortaslSON 00 Pause | Clear
Schedule data downlink for transs 0e 2608C334 | Rx1 Delay: 5
Forward uplink data message 2608334 [Payload: § ALARM: "FALSE", CHOD: “SUN", LAST WATER_LEAK DURATION: O, TOC: “VES", TIME: “2024-09-09 03:29:41°, WATER_LEAK STATUS: "NO LEAK", WATER_LEAK TIWES: 0 + | 04fbo 0 oo oo 00 00 66 D 51 Feoxt: 2

£ully processed data message 2608334
Schedule data downlink for transmissi. DevAddr: | 2608 C3 3A 5
Forward uplink data message 2608c33n [Paytosc: ¢ 3, FIRMAARE_VERSION: °1.8.0' "EUBES*, SENSOR_MODEL: "WLO3A-LB", SUS_BAND: “NULL* % | 100100 e1F sFu

fully processed data message 2608 ¢33
Forwazd join-accept message DevAdor: | 26 08 C3 3 | JoinEy FF FF FFFF | Devel FF FF FFFFFF 01

11y processed join-requ 2%085£19 | 3 00 FF FF FF FF FFFFFF | D FF FF FF FF FFFF FF 01

Accept join-request Devhdar: | 26 08 C3 34 T: | 00 FF FF FFFFFF FF FF | DeVEUL: | FF FF FF FF FF FFFFOL
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[@  Applications > zero > End devices > wio4 > Live data +v v 8-

Iwlo4 @ Last activity 1 minute ago = M1up/1(Nwk)down | ¥¥
0: 1104
98 Device overview Live data T Messaging © Location ) Payload formatters @& Ssettings
e AT pREVIEW Verbose stream @ portasisON | 0 Pause | Clear
Schedule data domnlink for transmissi. DevAddr: | 2608 C33A | Rxl Delay: §

2024-09-09 08:29:41", WATER_LEAK_STATUS: "NO LEAL

0060 00 60 00 0 66 DE B1 F5

Forward uplink data message 2668334 | Payload. LAST_WATER_LEAK_DURATION: ©, TOC | WATER_LEAK_TIWES: © }

Successfully processed data message 2668334

26080334 | Rx1 Delay:

Schedule data downlink for transmissi-

ota zate: srizmmizs sur: 9.5 rss

Forward uplink data message 2608C33A | Payload: { BAT

3.043, FIRMWARE_VERSION

1.0.0%, FREQUENCY_BAND: "EUSSS", SENSOR_MODEL: "WLO3A-LE", SUB_BAND: "NULL™ | 100100 01 FF 05 E3

Successfully processed data message 2668334

Forward join-accept message EUT: | 00 FF FF FFFE F

DevEUT: | FF P FF

FFFFFFOL

NEUT: | 00 FF FF FF FF F

DevEUT: | FF PR FF

Successfully processed join-request FFFFFFOL

Accept join-request NEUT: | 00 FF FF FF FF FF FFFF | DevEUL: | FF FF FF FF FF FFFF OL

Iwio4 @ Last activity 6 minutes ago = MN1up/1(Nwk)down  ¥¥ | =
10: w04

93 Device overview |g Lwedatal N Messaging @ tLocation ©) payioad formatiers @ settings
e oaTA PREVIEW Verbose stream D bportasSON 00 Pause | {f Clear

Schedule data downlink for transmissi. DevAddr: | 2608 C33A | Rel Dela

2024-09-09 03:29: DEBLF5 | Fort: 2 Data atc

Forward uplink data message DevAddz: | 2608 C334 | Payload: { ALARM: "FALSE®, CHOD: "SUN”, LAST_WATER_LEAK_DURATION: ©, TOC: "VES", TIME: NO LEAK", WATER_LEAK_TIMES: © 1 | 0260 00 60 00 00 00 6

Successfully processed data message  DevAddr: | 26 8 C3

Schedule data downlink for transmissi. DevAddz: | 26 6B C3

Rxt Delay: §

Forward uplink data message 26053 34 | |Payload: § BAT: 3.043, FIRMWARE_VERSION: 1.0.9", FREQUENCY_BAND: "EUS65", SENSOR_MODE!

- "WLO3A-L5", SUG_BAND: “WULL* F (10 6160 61T 68 fta et Sz SR s RSl s

2608 ¢3

Successfully processed data message

Forwazd join-accept message DevAdtr: | 26080334 | JOINEUT: | OO FF FF FF FFFFFEFF | DeVEUL: | FF FFFF FFFFFFFFOL
Successtully processed join-request 26085819 | JoinEUI: | 0O FF FF FF FFF DevEUT: | FF FFFF
Accept Join-request 2608C334 | JoInEUT: | 00 FF FF FF FF FF DevEUT: | PR FEFE
Schedule data domnlink for transmissi_ 2608 5E19 | Rxd Delay: §
[@  Applications > zero » End devices > Iwio4 > Live data +v %
wiod @ Last activity 1 minute ago = T 3up / 2 (App) , 3 (Nwik) down
: 104
08 Device overview 8= Livedata T Messaging © Location ) Payload formatters & Settings
e T ata pREVIEW Verose stream ®Esotasison 0 Fa

Schedule data downlink for transmissi. DevAddr: | 26 0B 817F | Rel Delay: 5

Forward uplink data message DevAdd

3.637, FIRMWARE_VERSION: *1.8.0", FREQUENCY_BAND;

EUB6E", SENSOR_MODEL:

LiiLe4" , SUB_BAND:

NULL™ ¢ | 360108 01

2608 51 7F IPsJ]:ad‘ 1 BAT

Successfully processed data message Devaddr: | 26 68 61 7F

Schedule data downlink for transmissi-

260BBL7F | FPort: 1  MAC payload: [ABB1 | Rxl Delay: §

Forward uplink data message 260881 7F | Payload: § ALARM: "FALSE", CHOI

*NO LEAK®, WATER_LEAK_TTWES: O } | 04 08 03 05 66 66 60 66 DE C

*SUN", LAST_WATER_LEAK_DURATION: @, TOC: "VES®, TIME: "2024-89-09 09:51:45°, WATER_LEAK_STATU:

Successfully processed data message 260881 7F

Receive downlink data message 1
Schedule data downlink for transmissi. DevAddr: | 260BB17F | Rel Delay: §

@  Applications > zero > End devices > [wl04 > Live data +v A

II:V:ID]:W @ Last activity 33 seconds ago = ™7 up / 5 (A
95 Device overview Live data T4 Messaging ® Location ) Payload formatters
Tve  Tvee oATA PREVIEW Verbose siream ® Bxpor

~ 45 Forward uplink data message § ALARM: "FALSE®, CHOD: "SUM", LAST_WATER_LEAK_ DURATION: 0, TDC: "VES®, TINE: *2024-00-03 09:57:45", WATER_LEAK STATUS: "NO LEAK", WATER_LEAK TIMES: 0 | 020000 ¢
ol Successfully processed data message
~ (Ferme (T (¥ o § DISALARM: 0, KEEP_STATUS: O, KEEP_TIME: O, LEAK_ALARM_TINE: 40, TOC: 120 3 | 06 0073 00 00 00 00 OA rate: SF7BWI25 SNR: 10.5 RSSI: -82
ol Successfully processed data message DevAddz
@ Schedule data downlink for transmissi. DevAdiz MAC payload: [ ASF7 | Rxl Delay: &
4 Forward uplink data message DevAddz £ ALARM: "FALSE", CMOD: "SUM", LAST_WATER_LEAK_DURATION: 6, TDC: TINE: "2024-69-09 €9:55:45", WATER_LEAK_STATUS: "NO LEAK", WATER_LEAK TIMES: 0 } | 646060 ¢
+ Successfully processed data message
¥ e
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@  Applications > zero > End devices > wio4 > Live data +v vy By ammm@ v
'I‘;"_'°‘\‘V " @ Last activity 1 minute ago = T oup/5(Nwkdown | ¥ =
98 Device overview 8 Lvedata T Messaging @ Location ©) Payload formatters @ settings
e oATA PREVIEW Verbose stream BevotssisoN | Q) Pause | @ Cer
©: 2608 517F | Payload: { ALARM: "FALSE", CHOD: "SUN", LAST_WATER_LEAK_DURATION: O, TOC: "YES®, TIME: "2024-09-09 10:01:45°, WATER_LEAK_STATUS: “NO LEAK", WATER_LEAK_TIMES: © } | 040000 00 00 00 00 66 0F 7 8. |[Frozt: 2 pata rat
ully pros sage 26 08 51 7¢
uplink data message eviddz: | 26 08 81 7F | Payload: { ALARM: FALSE", CHOD: °SUN", LAST_WATER_LEAK DURATION: O, TOC: “YES®, TINE: *2024-09-09 09:59:45", WATER_LEAK STATUS: "NO LEAK", WATER_LEAK TIMES: O } | 04 00 00 00 00 00 00 66 DE C7 11
& 26 08 51 7¢
r:2608617F | Payload: { ALARM: "FALSE", CHOD: "SUN", LAST_WATER_LEAK DURATION: O, TOC: *VES", TINE: "2024-09-09 09:57:45, WATER_LEAK_STATUS: “NO LEAK", WATER_LEAK_TIWES: © } | 040000 00 00 00 00 66 DE 6 99 [Fort
26 0851 7F

) "‘I':DU‘CV:EI':I EEI\G iI'IEII\I'IGUEIIY Dilled devices.
Add Device
First, choose the connectivity type of your device.

@ LoRaWAN
o ; Choose from 16 LoRaWAN networks

A Particle

h 4 . i
parTicLe  Connect your Particle devices

API
Generic API device with support for MQTT and HTTP connectivity

E?ﬂl-af Pincode Claiming
i| Claim an existing device by pincode

[ J( .| J.4 loT Creators
9 NB-loT and LTE-M connectivity by Deutsche Telekom

@ Dragino NB-loT

orememc  Connect Dragino NB-loT devices

P 1NCE
Ince  connect INCE devices
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You can add individually billed devices.

Add LoRaWAN Device

STEP 1 STEP 2 STEP 3 STEP 4
Product Network Server Devices Plan

Datacake Product

You can add devices to an existing product on Datacake, create a new empty product or start with one of the templates. Products
allow you to share the same configuration (fields, dashboard and more) between devices.

X

New Product from template Existing Product New Product
Create new product from a Add devices to an existing product Create new empty product
template

- ) e
New Product

If your device is not available as a template, you can start with an empty device. You will have to create the device definition (fields,
dashboard) and provide the payload decoder in the device’s configuration.

Product Name

LWL04

Back
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Add LoRaWAN Device

STEP 1 STEP 2 STEP 3
Product MWetwork Server Devices
Network Server

Flease choose the LoRaWAN Network Server that your devices are connected to.

% Datacake LNS AUTOMATIC SETUP
Start and scale easily with a managed LNS

o L The Things Stack V3
mammce  TTN V3 / Things Industries

. Helium
@ helium
Use your own console

LORIOT

WRIOT
Beowpas. ChirpStack
Actiey  Actility

&' kpn KPN

Showing 110 6 of 15 results

You can add individually billed devices.

STEP 4
Plan

Uplinks

Uplinks

Uplinks

Uplinks

Uplinks

Uplinks

Uplinks

Previous

Downlinks

Downlinks

Downlinks

Downlinks

Downlinks

Downlinks

Downlinks

Next

~

Back

Next

X
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You can add individually billed devices. <

Add LoRaWAN Device
STEP 1 STEP 2 STEP 3 STEP 4
Product Metwork Server Devices Plan
Add Devices

Manual Import from The Things Stack

Please provide one or multiple LoRaWAN device EUls along with the corresponding names they should have on Datacake.

Alternatively, you can choose to upload a CSV file that contains the DevEUI, device Mame, location, and a set of tags. For more
information on how to format the file, please refer to our documentation.

() Dragand drop a .csv file here or click to choose one

DEVEUI NAME LOCATION TAGS

i@ FF FF FF FF FF FF FF 81 Shbytes By LWLO4

.

+ Add another device

o -

DATACAKE

Fleet > LWLO4
‘Serial Number Lastupdate

FFFFFFFFFFFFFFO] Never

EB Dashboard i History == Downlinks i Configuration S Debug @ Rules  a: Pemissions. © )

O

This device does not have a dashboard, yet. Start by activating the edit mode using the switch in the top right.
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DATACAKE
Fleet > LWLO4

LWL04

Serial Number Last update
FFFFFFFFFFFFFFOT  Never

£ Dashboard ] History = Downiinks] £ Configwration | &\ Debug W& Rules i Permissions

General Configuration

Device name

LWLD4

icon
No icon selected v

Vou san override the default product icon for this device

Location description Sliding down the screen

Tags
Add

You can use tags to group and filter your devices on dashboards and in rules

Metadata

Metadata is displayed on the device overview and can be used in dashboards
» Add Metadata Field
DATACAKE

Fleet > LWLO4

Serial Number Lastupdate 2 1
FFFFFFFFFFFFFFO Never \ \
€5 Dashboard i) History  F Downlinks  { Configuration &) Debug @ Rules  3i Pemissions & Public ink

O Desktop  [) Mobile  Mere v

DATACAKE

Fleet > LWLO4

LWLO4

Serial Number Last update
FFFFFFFFFFFFFFOT  Never

B2 Dashboard 11| History =+ Downlinks 5} Configuration N Debug @ Rules &> Permissions & Public Link

O Desktop  [J Mobile More v

LWLO04

Serial Number Last update
G955663322441141 Nevar
B8 Dashboard a1l History “s Downlinks & Configuration = Debug % Rules & Permissions & Public Link + add widget
D Moble  moe v
0D x S0 x
BAT

ToC [ ]
0.00 .

FO X
.
ALARM
S0 X .
WATER_LEAK_TIMES
SO
0.00 WATER_LEAK_STATUS .
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E DATACAKE

Fleet LWLO4

Serial Number ast update

9955663322441141 Never

ER Dashboard History Downlinks Configuration Debug Rules Permissions

This device does not have a dashboard, yet. Start by activating the edit mode using the switch in the top right.
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Add LoRaWAN Device X
STEP 1 STEP 2 STEP 3 STEP 4
Product Network Server Devices Plan

Add Devices

Manual Import from The Things Stack

Enter one or more LoRaWAN Device EUls and the names they will have on Datacake.

New: You can now upload a CSV file with either one column (just the device's DevEUI) or two
columns (DevEUI and Name), which will populate the form below.

() Drag and drop a .csv file here or click to choose one

DEVEU! NAME

@ 99 55 66 33 22 44 11 4 8byles #  LWL04

+ Add another device

- (D

Stop Tx events when read sensor data
0801 2024/9/11 ©1:42:18 bat:2977 mod:® status:no_leak leak_times:@ last_leak_duration:@ alarm:false tdc:yes

0802 2024/9/11 €1:44:18 bat:2977 mod:® status:no_leak leak_times:@ last_leak_duration:@ alarm:false tdc:yes

0803 2024/9/11 ©1:46:18 bat:2978 mod:® status:no_leak leak_times:® last_leak_duration:e alarm:false tdc:yes

eee4 2024/9/11 ©1:48:18 bat:2978 mod:® status:no_leak leak_times:@ last_leak_duration:e alarm:false tdc:yes

0805 2024/9/11 ©1:50:18 bat:2978 mod:® status:no_leak leak_times:@ last_leak_duration:e alarm:false tdc:yes

Start Tx events
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Iwlo4

82 Livedata

£ ALARM: "FALSE", CHOD: "SUM, LAS

T_WATER_LEAK_DURATION: 8, TOC:

£ DATALOG: | [SUM, YES, FALSE N0 LEAK,0,0,2024-69-11 61:30:26], [SUM, YES, FALSE,NO LEAK,0,0,2624-09-11 61:32:18] , [SUM

01:46:18", WATER_LEAK_STATUS: “NO LEAK

ity s ago Nwk) d
@ settings
Verbose siream @ ExportasISON 00 P
09-1: 181, aLsE, 10,0
, WATER_LEAK TIMES: © } | 04 00 00 00 00 00 00 66 EQ F6 6A_ | FPort: 2 Data rate: SF7BWI2S SWR: 13 RSSI
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— 17.0mm —

34.5mm
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1,23 for water immersion conductive hardware
(4mm water level alarm, height adjustable)
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ABCDEF is stainless steel screw hole

65.96
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1,2.3 for water immersion conductive hardware
(4mm water level alarm, height adjustable)
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ABCDEF is stainless steel screw hole
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1,2.3 for water immersion conductive hardware
(4mm water level alarm, height adjustable)
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ABCDEF is stainless steel screw hole
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1,2.3 for water immersion conductive hardware
(4mm water level alarm, height adjustable)
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ABCDEF is stainless steel screw hole
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e

3 gnet;
~ (shipped with LWLO04)

The magnet is positioned close to the bottom center
of the LWL04 housing, triggering the magnetic induction
action.
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T

A magnet is used in the bottom center of the
housing to trigger the magnetic induction
action and the LED lights up green.
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T

A magnet is used in the bottom center of the
housing to trigger the magnetic induction
action and the LED lights up green.
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Tag: Contains important
information

Registration Key,

Please keep it safely.
DEV EUI: ABA041FREAS. ——
APP EUI:

APP KEY: 1 3

AT PIN: 33EDCE -
SN: WL045920957

A magnet is used in the bottom center of the
housing to trigger the magnetic induction
action and the LED lights up green.

The magnet is positioned close to the bottom center
of the LWL04 housing, triggering the magnetic induction
action.
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